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Onpenenenus

B HacTosImeM TOKyMEHTE UCIOJIB3YIOTCS CIEAYIOIUE TEPMUHEL U UX OIIPEICIICHHUS.
ABTOMATH3HPOBAaHHAS CHCTEMa — CHUCTEMA, COCTOSINAs U3 IIEpCOHAla M KOMILIEKCa CPENCTB
aBTOMATH3AIHH €r0 AeATEILHOCTH, peaTU3yIomas HHHOPMAITMOHHYIO TEXHOJIOTHIO BEIITOIHEHUS]
YCTaHOBJICHHBIX (DYHKITHH.

AyTeHTH(UKANHUA OTIOPABUTeNs [JAHHBIX — IIOATBEPXKIEHHE TOLO, YTO OTIPABUTEID
ITOJTyYEHHBIX TaHHBIX COOTBETCTBYET 3aBICHHOMY.

Be3onacHoCTh MepCoOHAIBHBIX JAHHBIX — COCTOSIHHE 3AlIUINECHHOCTH IIEPCOHAIBHEBIX JaHHEIX,
XapaKTEpU3yeMoe CIIOCOOHOCTHIO MOb30BaTeNlel, TEXHUUECKUX CPEICTB M MH(MOPMAIMOHHBIX
TEXHOJIOTHH 00eCIeYnTh KOH(PHICHIIHATHHOCTD, 1I€IOCTHOCTh M JOCTYIIHOCTH II€PCOHAIBHBIX
JAHHBIX IIPH HX 00paboTKe B HHGHOPMAIIMOHHBIX CHCTEMAX IEPCOHAIBHBIX JaHHBIX.
Buomerpudeckue NEpPCOHAIBHBIE HNaHHBIE —  CBEIEHHMS, KOTOPHIE  XapaKTEePHU3YIOT
¢bu3momornyeckre OCOOCHHOCTH 4YEJIOBEKA M Ha OCHOBE KOTOPHIX MOJXKHO YCTAaHOBHTH €0
JMYHOCTh, BKJIouYas ¢Gororpaduu, OTIEYaTKH NaJbIEB, 00pa3 ceT4aTKH Ija3a, 0COOEHHOCTH
CTPOEHHUS TeJia U IPYTYIO MoA00HyI0 HH(OPMAIHIO.

BiiokapoBanue mepcoHaIbHBIX JaHHBIX — BpEMEHHOE IIpeKpalieHue coopa, CHCTeMaTU3aluHg,
HaKOILICHHS, HMCIIOJIB30BaHUS, PACIPOCTPAHEHUS, NMEPCOHAIBHBIX INAaHHBIX, B TOM YHCIE HX
repeayu.

Bupyc (koMnbOTepHbIH, NpPOrpaMMHBIH) — HCIOJHIEMBIA IIPOrPAMMHBIM KOJ HIIM
HHTEPIPETAPYEMBI Habop HWHCTPYKUIUH, oOiajaroluii CBOMCTBaMH HECAaHKIIMOHHPOBAHHOIO
pacrpocTpaHeHus u camoBocnponsBenenHus. Co3aHHbIe TyOIMKaThl KOMIIBIOTEPHOIO BHpYyCa He
BCErJa COBIANAIOT C OPUTHHAIOM, HO COXPaHSIOT CIOCOOHOCTh K JajbHEHImeMy
PacIpOCTPaHEHHUIO U CaMOBOCIIPOU3BEICHHUIO.



Bpenonocnasi mporpamMmMa — IIporpaMma, IpelHa3sHAueHHAs [UIL  OCYIIECTBIICHHUS
HECAHKI[HOHMPOBAHHOTO JOCTYyIa U (MJIH) BO3/ICHCTBUA Ha IEPCOHATBHEIE IaHHBIE MK PECYPCHI
HHGOPMAIIMOHHON CHCTEMBI IIEPCOHATBHBIX JaHHBIX.

BcnoMorarenbHbIe TEXHHYECKHE CPEICTBA H CHCTEMbI — TEXHUUECKHE CPEACTBA M CUCTEMEL,
He TpeaHa3HAYeHHBIE sl Iepenadyd, oOpabOTKM M XpaHEHHS IEPCOHANBHBIX [TaHHBIX,
yCTaHaBJIMBAaEMbIe COBMECTHO C TEXHUYECKUMH CPEACTBAMHU M CHCTEMaMHU, IPEIHA3HAYCHHBIMU
Uit 00paboTKM TEepCOHATBHBIX JaHHBIX WIM B IIOMEIIEHHAX, B KOTOPBIX YCTAHOBJICHBI
HHGbOPMAIIMOHHBIE CHCTEMBI IEPCOHATBHBIX JaHHBIX.

JlocTyn B onepanioHHYI0 cpexy KoMNbIoTepa (MHGOPMANHOHHOMH CHCTEMBbI IIE€PCOHAIBHBIX
JAHHBIX) — IIOJTy4EeHHE BO3MOXKHOCTH 3allycKa Ha BBIIOJHEHHE ITATHBIX KOMaHI, (QyHKIHH,
IPOLEAYP OIEPANMOHHON CHCTEMBI (YHWYTOXKCHHS, KOIHPOBAHHA, NEPEMEINEHMS M T.IL),
HCIIOJIHSIEMBIX (HhalfIoB IPUKIIAIHBIX IIPOTPaMM.

Jocryn k mHGOpMAHH — BO3MOXHOCTH IOTy4eHUS HHOOPMAIIUH U €€ UCIIOIb30BaHuU.
3aKJaJ04H0e YCTPOMCTBO — 3JIEMEHT CpEICTBa CheMa HMH(OpPMAIMH, CKPBITHO BHEIPSIEMBIA
(3aKIapIBaEMBIM MM BHOCHMBINA) B MeCTa BO3MOXKHOTO CheMa MH(GOpMaIMy (B TOM 4HCIE B
OrpakaeHne, KOHCTPYKIIHIO, 000pyA0BaHKE, IPEIMETEl HHTEPhEPA, TPAHCIIOPTHEIE CPENCTBA, a
TaKKe B TEXHHYECKHE CPENICTBA M CHCTEMBI 00paboTku HH(OPMAITHIH).

3amumaemas uHpopManuss — HHGOpPMAIHS, SBIMIONAACS IPEIMETOM COOCTBEHHOCTH H
IoJUIeXKalnas 3allluTe B COOTBETCTBHH C TpeOOBaHMSMU IIPABOBBIX JOKYMEHTOB HIIA
TpeOOBaHUSIMHE, YCTAaHABIHBAEMBIMH COOCTBEHHUKOM HH()OpPMAIIHH.

Hpentudukanus — IPECBOCHHE CyObeKTaM W 00BEKTaM HOCTyHa HASHTH(QHKATOpa W (WIIH)
CpaBHEHHE MPEIBSBIAEMOr0 HACHTH(HUKATOPA C IEPETHEM IIPHCBOSHHBIX HICHTH(HHKATOPOB.
HNudopmMaTHBHBIA CHIHAJA — DIEKTPHYECKHE CUTHAIIBI, aKyCTHUYECKHE, DJIEKTPOMArHUTHEBIE M
npyrue GU3HUECKUe OIS, 10 TapaMeTpaM KOTOPBIX MOXKET OBITh pacKphITa KOHGHICHIMaIbHASL
uadopManus (epcoHANbHBIE [aHHBe) oOpabareBaeMas B MH(QOPMANMOHHOH CHCTEME
MEPCOHATBHBIX JaHHBIX.,

Hudopmanmonnas cucrema nepcoHaabHbIX JaHHBIX (MCIT/IH) — nEGOpManMOHHAs CHCTEMA,
IIPEICTABIIAIONIAs CO00H COBOKYIIHOCTH [IEPCOHATBHBIX JAHHBIX, COAEPKAIMXCS B 6a3e TaHHBIX,
a TaKkKe HHOOPMAITMOHHBIX TEXHOIOTUH U TEXHUYECKUX CPEICTB, MO3BOJISIOMIUX OCYIICCTBIIAT
06paboTKy TaKuMX MEPCOHATBHBIX HAaHHBIX C MCIIOJIB30BAHMEM CPEJCTB aBTOMAaTH3alluK WM 0e3
HCIIOJIb30BAHUS TAKUX CPELICTB.

HudopManuonHble TEXHOJOIHH — IIPOLECCHI, METOBI IIOUCKa, cOopa, XpaHeHus, 06paboTKH,
IpeIOCTaBJIEHH S, PACTIPOCTPAHEHUS HH(GOPMAIIUH U CIIOCOOBI OCYIIECTBIICHHS TAKUX [IPOIIECCOB
U METOJIOB.

HcnoJib30BaHMe MEPCOHATLHBIX JAHHBIX — IEWCTBUS (OIIEPaAIliH) C IEPCOHAIBHBIMHU JAHHBIMH,
COBEpIIAEMBIE OIIEPATOPOM B IIEJSAX MPUHSATHS PEIICHUH HIM COBEPIICHHS MHBIX IEHCTBUH,
HOPOKIAMOIINX FOPHUANYECKUE TTOCIEICTBAS B OTHOIEHHHU CyOBEKTa IEPCOHAIBHBIX TAHHBIX HITH
JPYTHX JIHI MO0 MHEM 00pa3oM 3aTpardBaroINUX IpaBa B cBOOOMBI CyOBEKTa MEPCOHATBHBIX
JTAHHBIX WU IPYTUX JIHLI.

Hcrognuk yrposbl 6esonacHocTd HH(GOPMANHA — CYOBEKT TOCTYIA, MAaTEPUAIBHBIN OOBEKT
WM (QU3AYIECKOE SABIEHHUE, SBISIONIMECS MPHYAHON BO3HUKHOBEHHS YIPO3bl O€30M1aCHOCTH
HHGbOpMAIIHH.

KoHTposHpyemasi 30Ha — [IPOCTPAHCTBO (TEpPUTOPHUS, 3[aHHE, YacTh 3/aHUs, IOMEIIEHHUE), B
KOTOPOM HCKJTFOYEHO HEKOHTPOJIHMpYyeMOe NpeOBIBaHHWE IMOCTOPOHHHX JIMI, a TaKxke
TPaHCIIOPTHBIX, TEXHUYECKUX U HHBIX MaTepHAILHBIX CPENCTB.

KonduaeHuuaIbHOCTh MEPCOHATLHBIX JAHHBIX — 0053aTeNbHOE I COOIIOICHHS OIIEPaTOPOM
HJTH HHBIM [OJTy9UBIIEM IOCTYII K TEPCOHANBHBIM JaHHBIM JHIIOM TpeOOBaHHE HE OIMYyCKaTh HX
pacmpocTpaHenue 6e3 cornacus CyOheKTa IepCOHANBHbIX JAaHHBIX UM HAJIMYHSI HHOTO 3aKOHHOTO
OCHOBaHHS.

MesxceTeBoii IKpaH — JIOKaIbHOE (0OTHOKOMIIOHECHTHOE) MM QYHKIMOHAIBHO-PACTIPE/ICTICHHOE
IporpamMMHOe (IIPOrpaMMHO-aIapaTHOe) CPeICTBO (KOMILIEKC), peausyrolee KOHTPOJb 3a
HH(GOpMAIHEH, TTOCTYNAIomeR B HHGOPMAI[HOHHYIO CHCTEMY TEPCOHANBHBIX NaHHBIX ¥ (VM)
BEIXOZSINEH 03 HHGOPMAITMOHHON CUCTEMBL.

HapymmuTeanr 06e30IacCHOCTH MePCOHANBHBIX NAHHBIX — (QH3MYECKOE JHULO, CIyYaiHO MM
IpeIHAMEPEHHO COBEpINAIOIIee JASHCTBHSA, CIEACTBHEM KOTOPBIX SBIICTCA HaApYIICHHE



0€30IacHOCTH MEepPCOHATBHBIX JAHHBIX IIpH HX 00pabOTKe TEXHWYECKAMH CPEICTBAMU B
HHGOPMAITMOHHBIX CHCTEMAaX IEPCOHAIBHBIX JaHHBIX.

HeaBTomaTH3upoBanHas o0pabdoTka MepCOHAJBHBIX AAHHBIX — 00paboTKa MEPCOHATHHBIX
JAHHBIX, COJAEp)XaluXcs B HHPOPMAIlMOHHONH CHCTEME IE€PCOHAIBHBIX [AHHBIX JHOO0
W3BJICYCHHBIX W3 TAKOH CHUCTEMBI, CUMTAETCS OCYIIECTBICHHOH 0€3 HCIOIB30BaHHS CPEICTB
aBTOMATH3aIMK (HEaBTOMATH3UPOBAHHOM), €CJIM TaKue JEUCTBHUS C NMEPCOHATHHBIMHU JTaHHBIMH,
KaK HCIOJBh30BaHUE, YTOYHEHHE, PAaCIpPOCTpaHEHHE, YHHUTOXXCHHE NEPCOHAIBHBIX NAHHBIX B
OTHOIIEHHH K&XIOr0 W3 CYOBEKTOB IIE€PCOHANBHBIX JAHHBIX, OCYIIECTBIIIOTCS TIPH
HETIOCPEJICTBEHHOM yYaCTHUH YEIOBEKa.

HenexsiapupoBaHHbIle  BO3MOMKHOCTH —  (QYHKIIMOHAIBHBIE  BO3MOXXHOCTH  CPEICTB
BBIUMCIIUTEIbHOM TEXHUKH, HE ONHMCAHHbIE MM HE COOTBETCTBYIOIIHME OIHUCAHHBIM B
JOKYMEHTAIlUH, TIPU HCIIOIB30BAaHUM KOTOPBIX BO3MOXKHO HapyleHWe KOHGUICHIIMATBHOCTH,
JOCTYITHOCTH MJIM IENIOCTHOCTH 00pabaThiBacMOK HH(pOpPMAaIUH.

HecaHKIIMOHUPOBaHHBIHA JTOCTYI (HECAHKIIMOHUPOBAHHbBIE AEUCTBHS) — JOCTYI K HHPOpManuu
WM JedcTBUA ¢ wHPOpManMe#d, HapyIIalollye IpaBWia pasrpaHUYeHHs JOCTyla ¢
HCIIOJIb30BAHMEM INTATHBIX CPEACTB, IMPEIOCTABIAEMbIX HWHOOPMAIMOHHBIMUA CHCTEMaMH
MEePCOHATBHBIX TAHHBIX.

Hocurens unpopmammm — Qu3nuecKkoe MO WM MaTepHalbHBIE OOBEKT, B TOM YHCIE
busngeckoe moie, B KOTOPOM HH(POPMAIKs HAXOUT CBOE OTPakEHHE B BHJIE CHMBOJIOB, 00pa3oB,
CHUTHAJIOB, TEXHHYECKHUX PEIICHHUH U IPOIECCOB, KOJTMYECTBEHHBIX XapaKTEPUCTHK (HU3NIECKUX
BEJTUYMH.

O6e3MunBaHNe NMePCOHAIBHBIX NAHHBIX — JIEHCTBUS, B PE3yJbTaTe KOTOPBIX HEBO3MOXKHO
OTIPENIEIIUTD MPHHAIEKHOCTh MIEPCOHATIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX
JTAHHBIX. _

O6paboTka mepcoHANbHBIX AAHHBIX — JEUCTBUS (OMEpaluy) C MEPCOHATHHBIMU JTaHHBIMH,
BKIIIOYas cOOp, cHCTeMaTHU3allHIo0, HAaKOIUICHHE, XpaHeHHe, yTOuHeHne (0OHOBIIEHUE, U3MEHEHNUE),
HCIIOJIb30BaHKE, PAcIpOCTpaHEeHUE (B TOM 4HUCIE Ieperady), obe3nnduuBaHue, OJOKUPOBAHUE,
YHUYTOXEHHE TIEPCOHANBHBIX TAaHHBIX.

ObmenocTynHble EPCOHATbHbIE JaHHbIE — IEPCOHANIBHBIE TaHHBIE, JI0CTYII HEOTPAHUIEHHOTO
KpyTa JIMIl K KOTOPhIM IIPEJOCTaBIEH C COIVIacHs CyOBEKTa MEPCOHATBHBIX NaHHBIX WM Ha
KOTOpBIE B COOTBETCTBHH C (elepalbHBIMU 3aKOHAMH HE pacIpocTpaHseTcs TpeOoBaHHe
co0mroieHus KOHQUICHITHATFHOCTH.

Omneparop (IepCcOHATBHBIX JaHHBIX) — TOCYIapCTBEHHBIM OpraH, MYHHUIMIIAJBHBIA OpraH,
IopuanYeckoe WM (QU3MYecKoe JUI0, OpraHu3yiomee u (WIH) OCYIIECTBILIIOmEee 00paboTKy
HNEPCOHATBHBIX JaHHBIX, a TAK)XKE ONPEIEIIIIONINE [IETH U COIepKaHue 00paboTKH MePCOHANBHBIX
JTAHHBIX.

TexHu4eckne cpeacTBa HHPOPMAIHOHHONH CHCTEMBI NMEPCOHAJIBHBIX JAHHBIX — CPEIICTBA
BEIYHCIIATEITBHON TEXHUKH, HH(OPMAIIHOHHO-BEIUHCITUTEIBHBIE KOMITJICKCHI U CETH, CPEACTBA U
CHUCTeMBl Iiepefaud, npueMa u ob6padorku IIJ[H (cpemcTBa ¥ CHCTEMBI 3BYKO3AIlHCH,
3BYKOYCHJICHHS, 3BYKOBOCIIPOU3BEICHHUS, IIEPErOBOPHBIE W TEJICBU3UOHHBIC YCTPOMCTBA,
CpeICTBa M3TOTOBJIEHUS, THUPAKUPOBAHUS JOKYMEHTOB U JpyrHe TEXHHYECKHE CpEIICTBa
00paboTKu pedeBoid, rpaduyecKoi, BUIeo- # OyKBeHHO-IH(DPOBOH HHOOPMAIIHUH), IIPOrPAMMHEIE
cpencTBa (OIIEpallMOHHBIE CHUCTEMBI, CHCTEMBI yIpaBIeHHs 0a3aMH JaHHBIX U T.II.), CPEICTBA
3aIuThl UH(QOPMALIUHY, IPUMEHsIeMble B HHOOPMAITMOHHBIX CHCTEMaX.

IlepexBaTr (MHGoOpMamuH) — HENPAaBOMEPHOE IOIy4YeHHE WHPOPMAIIUH C HCIIOIH30BAHHEM
TEXHHYECKOIO  CPEACTBA, OCYIIECTBILIIOIIETO  OOHapyXXeHHe, IIpueM U  00paboTKy
HH()OPMATUBHBIX CUTHAJIOB.

IlepconanbHbie gaHHBIEe — 00as HMH(GOpPMAIUs, OTHOCSINAsCS K ONIPEACICHHOMY HIIH
OIIpENIEIIIEMOMY Ha OCHOBaHMM Takod wuHpopManuu ¢u3udeckoMy JUIy (CyOBeKTy
IEPCOHATBHBIX JaHHBIX), B TOM YHCIE €ro GaMuIus, UMs, OTYECTBO, IO, MECSII, 1aTa U MECTO
POXKIEHHS, aJpec, CeMeHHoe, CONMalIbHOE, HMMYIIECTBEHHOE IIOJIOKEHHe, 0O0pa3oBaHueE,
npodeccust, I0XOAbI, Apyras HHPOpMAaLHsL.

IToGounkbIe IJIEKTPOMArHiTHbIC H3/TYyY€HHA H HABOAKH — 3JICKTPOMarHUTHBIC U3JIyYCHHUA TEXHHUYICCKUX
CpEACTB 06pa6OTKI/I 3a111H111aeM0171 I/IH(bOpMaI_[I/II/I, BO3HHKAKOIIHUE KakK no00YHOE SBJIEHUE U BBI3BAaHHBIE
SJICKTPUYCCKHMHU CHUI'HaJIaMU, HCﬁCTByIOHIHMH B HX J3JICKTPUYCCKHUX W MArHHUTHBIX IICIINX, a4 TAaKXe
3IIEKTPOMArHUTHBIC HABOAKH 3THUX CHTHAJIOB HA TOKOIPOBOSINHE JIMHHUH, KOHCTPYKIHH U IEIH
TTUTAHHSL.



IToJIMTHKA «4HCTOr0 CTOJIA» — KOMILIEKC OPraHH3allHOHHBIX MEPOTIPUSTHN, KOHTPOIUPYIOIIHX
OTCYTCTBHE 3aIlUCHIBAHUS Ha OyMaXKHBIE HOCHTENH KIOYeH ¥ aTpHOyTOB JIOCTyIa (mapoeii) u
XpaHeHUs X BOIM3M 00BEKTOB OCTYTIA.

Ioas30BaTe > HHGOPMANHOHHOI CHCTEMBI IIEPCOHANBHBIX IAHHBIX — JIAI0, yIaCTBYOIICS B
GyHKIEOHMpOBaHMHE HHGOPMAIIMOHHON CHCTEMBI [IEPCOHANBHBIX NAaHHBIX WM HCIONB3YIOMICS
pe3ynbTaThl ee QyHKIMOHAPOBAHUS.

IlpaBujia pasrpaHAYeHHs] AOCTYyHNAa — COBOKYIHOCTh HpPaBHJI, PErNAMEHTHPYIOIUX IpaBa
JI0CTyIIa CyOBEKTOB JOCTyIa K 00BEKTaM JOCTyTIa.

IIporpaMMHasi 3aKJIaAKa — KOJ IIPOrPaMMEI, TIPe/IHAMEPEHHO BHECCHHBIH B IPOTPaMMY C LEIIbIO
OCYIIECTBHTH YTEUKY, H3MEHUTH, OIOKMPOBATH, YHHUTOKATS HHPOPMAIIHIO HITH YHAITOXKHUTD 1
MOMU(HIIPOBaTh IIPOrpaMMHOe obecredenre HHGPOPMAIOHHON CHCTEMBI IEPCOHATBHBIX
IAHHBIX U (1im) OJOKHpOBATh alllapaTHBIE CPE/ICTBA.

IIporpamMmuoce (IPOrpaMMHO-MATEMATHYIECKOE) BO3JeficTBHE — HECAHKIMOHNPOBAHHOC
BO3JICHCTBHE Ha PECYPCHI aBTOMATH3MPOBAHHOH HHPOPMAIMOHHOA CHCTEMBL, OCYIIECTBIAEMOC C
HCIIOIB30BaHUEM BPEIOHOCHBIX IIPOTPaMM.

PacKphITHE TEPCOHANBHBIX JAHHBIX — YMBIIUIEHHOE WM CIyJalHOE HApyIICHHE
KOH(HIEHIIHATEHOCTH IEPCOHANIBHBIX JIAHHBIX.
PacopocTpaHeHue IePCOHANBHBIX JAaHHBIX — JICHCTBAS, HANpPaBJICHHBIE HA MEpeaady

epPCOHANBHBIX JAHHBIX OLPEIEICHHOMY KpYTy JHIl (Tiepeada IepCoHaIbHBIX JIAaHHBIX) WM Ha
O3HAKOMIIEHHE C IEPCOHAIBHBIMH [aHHBIMA HEOTPAaHWYIECHHOTO Kpyra JIHMI, B TOM HYHCIC
0GHApOIOBaHHE TIEPCOHATBHBIX JAHHEIX B CPEICTBAX MacCOBOW MH(OpMAIlUH, Pa3MEIICHUE B
HHQOPMAIMOHHO- TENeKOMMYHMKAIMOHHBIX ~CeTSX MIM IIPEJIOCTABICHME JOCTyHma K
IepPCOHANBHBIM JAHHBIM KaKAM-THO0 MHEIM CIIOCOO0M.

Pecypc uapOpMANMOHHOI CHCTEMBI — IMEHOBAHHbI 37IEMEHT CHCTEMHOTO, TIPUKIIAIHOTO W
ammapaTHOTo obecneveHus $YHKIHOHUPOBAHKS HH(POPMAIIHOHHON CHCTEMBL.

CrenuajibHble KATErOPHH MEePCOHATBHBIX JAaHHBIX — IIEPCOHANBHBIC JAHHBIE, KACAOIHECs
PAacoBOH, HAINMOHAILHON IPHHAIECKHOCTH, MOJUTHICCKUX B3IJIANO0B, DEIMIHO3HBIX WM
huocodcKux yOexIeHnH, COCTOSHMUS 3[0POBbS U MHTUMHOK JKU3HU CyOBEKTa IePCOHATBHBIX
JTAHHBIX.

CpeacTBa BBIYHCIHTEIHHOH TEXHHKH — COBOKYIHOCTH HPOrPaAMMHBIX M TEXHHYECKHUX
3IEMEHTOB CHCTeM 06pabOTKH [aHHBIX, CIIOCOOHBIX (QYHKIIMOHUPOBATH CAMOCTOSATEILHO WM B
COCTaBe JIPYTHUX CHCTEM.

Cy6bexT gocryna (cy0bexT) — JIMIO HIM HPOIECC, ACHCTBAS KOTOPOTO PErIaMEHTHPYIOTCS
[IpaBHJIaMU Pa3TPaHUYECHHUS JIOCTYIIA.

Texnu4ecKuii KaHAJ YTeUIKH HH(OPMAIMHA — COBOKYITHOCTS HOCHTENA HHpOopMalmu (CpeAcTBa
06paboTku), (u3MUecKoi cpeibl PacIpOCTPaHEHHs HH()OPMATHBHOIO CHTHANA M CPEJCTSB,
KOTOPBIMH J00BIBaeTCS 3aIuInaeMas HHPopManus.

Tpancrpanu4Hasi mepefada IMePCOHATBHBIX JAHHBIX — Ilepefiada IEPCOHABHBIX JAHHBIX
omepaTopoM d9epe3 locymapcTBeHHyI0 TIpaHuily Poccuiickoit @exepanuu OpraHy BJIacTH
MHOCTPAHHOTO TOCYAapcTBa, GHU3MYECKOMY MM FOPUIUYCCKOMY JIMIY HHOCTPAaHHOTO
rocy/1apcTBa.

Yrpo3pl $e30MACHOCTH TePCOHAJBHBIX JAHHBIX — COBOKYIHOCTH YCIOBHE M ()aKTopoB,
CO3/IAIOIMMX ONACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCIE CIIy4aWHOro, IOCTyma K
IEPCOHANBHEIM JIAHHEIM, DPE3YJIBTaTOM KOTOPOIO MOXET CTaTh YHHYTOXXCHHE, H3MCHCHHE,
OIOKHpOBaHKE, KOMMPOBAHHUE, DACIPOCTPAHEHME IIEPCOHATBHBIX [AHHBIX, @ TaKKe MHBIX
HECaHKIIMOHHPOBAHHBIX ~NeHCTBMH mpu HX 00paboTke B HH()OPMAUMOHHOH CHCTEME
MIEPCOHATBHBIX JAHHBIX.

YHHUTOKEHHE MePCOHANBHBIX JaHHBIX — JEHCTBHSA, B PE3yJIbTaTe KOTOPBIX HEBO3MOXKHO
BOCCTAHOBHTE COZIEP/KAHHE MIEPCOHATBHBIX JaHHBIX B HMH(OOPMAIMOHHON CHCTEME IEPCOHAIBHBIX
JAHHBIX WM B PE3yJbTaTe KOTOPHIX YHHYTOXKAKOTCH MaTe€pHalbHBIC HOCUTENH IEPCOHATBHBIX
JIAHHBIX.

Vreuka (GamumaeMoii) HHGOpPMAIMH N0 TEXHHYECKHM KaHajJaM — HEKOHTPOIMPYEMOE
pacIIpocTpaHeHHe MHGOPMAIMA OT HOCHTEIS 3allfINaeMoil HHpopMaruu 4depe3 (U3MIeCKYIo
cpefy /10 TEXHHYECKOTO CPEICTBA, OCYINECTBILIIOMIEr0 IEPEXBAT HH(OPMAIIUH.



YTeuxka (3ammmaeMoiil) HHGOpManUH IO TEXHHYECKHM KaHAJaM — HEKOHTPOJIHPYEMOE
paclpocTpaHeHHEe MHQOpPMAlUH OT HOCHTENS 3aIlUlaeMON MHpopManuu depe3 (GHU3HUECKYIO
Cpely 10 TEXHHYECKOIrO CPECTBA, OCYIIECTBILIOLIETO IEpeXBaT HHPOPMAIIHH.

YHA3BEUMOCTD — €J1a00CTh B CPEJICTBAX 3aIIUTHI, KOTOPYIO MOXHO HCIIONIB30BATh [T HAPYIIECHHSL
CHCTEMBI WIIH COJIeprKaIneics B Hel HHPOpPMAIHH.

IemocTHOCT, HMHpOpPMANMH — CIOCOOHOCTH CpPEACTBA BEIUHCIHATCILHOM TEXHMKH HIIH
aBTOMAaTHU3UPOBAaHHOM CHCTEMBI OOECIeYHMBAaTh HEU3MEHHOCTh HHPOPMANKUH B YCIOBHAX
CIIy4alHOTO M/MIIH IIpeIHAMEPEHHOTO UCKaKEHUS (pa3pyIIeHHs).

O0603Ha4eHHUSs U COKPAIEHHS

ABC — aHTUBHPYCHBIE CPEICTBA

APM — aBTOMaTu3upoBaHHOE pabodee MECTO

BTCC — BcnomorartenbHbIe TEXHUYECKHE CPEACTBA U CHCTEMBI
UCTI1a — nHbOpMaMOHHAS CHCTEMA MTEPCOHATBHAIX JaHHBIX
K3 — xoHTpONMIMIpYEeMas 30Ha

JIBC — nokanpHas BEIYUCIUTENbHAS CETh

MO — mesxceTeBoit S5kpaH

HCJ/I — HecaHKIIMOHUPOBAHHEIHM JOCTYII

OC — onepanuonHas cuctemMa

[1JI1 — mepcoHaIbHEIE TaHHEIE

IIMB — nporpaMMHO-MaTeMaTHYECKOE BO3IECHCTBHE

I1O — nporpamMMHOe obecrieueHne

[IODMHWH — no604HbIe 3JIeKTPOMAarHUTHBIE U3ITydeHHUS ¥ HABOIKH
CA3 — cucrema aHami3a 3alUIIEHHOCTH

C3U — cpencrBa 3aUTEl HHPOPMAITHH

C3IIJIH — cucrema (oAcucTeMa) 3aIIUTHI IEPCOHATBHBIX TAHHBIX
COB — cuctema o6HapyeHHUs BTOPKEHUH

TKVY U — Texauueckue KaHalbl yTeYKH HHPOpMAaIIu

VBITJIH — yrpo3s! 6€301acHOCTH TEPCOHATFHBIX JaHHBIX

BBenenmue

Mogens yrpo3 6e30macHOCTH IEPCOHANBHBIX JaHHBIX (natee — Mogens) mpu ux o6paboTKe B
HCII[TE MAKOY COII Ne 131 cTpouTcs Ha OCHOBaHUH CIIEAYIOIUX JOKYMEHTOB:

- @epepaneHbii 3akoH oT 27.07.2006 N 149-®3 "OO6 wunbopmanuu, HHGOPMAIMOHHEIX
TEXHOJIOTHUSX U 0 3ammuTe uHhopManuu';

- O®enepanpHbli 3akoH 0T 27.07.2006 N 152-@3 "O mepcoHaIbHBIX JaHHBIX "

- TpeboBanua K 3alMTe NMEPCOHANBHBIX NAHHBIX NPH HX 00paboTke B HH(OPMAIMOHHBIX
CHCTEMax IIEPCOHANILHBIX NaHHBIX, YTBEP)KICHHBIE TocTaHOBNeHHeM [ IpaBuTenseTBa Poccuiickoit
Denepanuu ot 1 HoAOps 2012 . No 1119;

- Ilpukaz @CTOK Poccum ot 18.02.2013 Ne 21 "O6 yrBepkneruu CocTaBa W COAEPKAHUS
OpPraHU3allMOHHBIX ¥ TEXHHYECKHUX MEp 10 oOecleueHnI0 0€30aCHOCTH IIEPCOHATBHBIX JaHHBIX
IpH X 00paboTKe B MHPOPMALMOHHBIX CHCTEMaX MePCOHATBHBIX JAaHHEIX

B monemn yrpos mpezacrasneno onucanue cTpykTypsl VICII/IH, cocTtaBa u pexuma 00paboTKu
[[[Tn, xmaccuiduKanmiO MOTEHIMANbHBIX HApyIIUTeNeHd, OIEHKY HCXOMHOIO YpPOBHS
3aIIUIIEHHOCTH, aHAIHU3 yIpo3 0€3011aCHOCTH MePCOHANBHEBIX JaHHBIX.

Mogens yrpo3 sABISeTCS METOAUYECKMM JOKYMEHTOM U IMpeaHa3HadeHa JJIS NOJDKHOCTHEIX M
OTBCTCTBCHHBIX JIMII OIl€paTopa II€PCOHANBHBIX MAAHHBIX, amMuHUCTparopoB KCII/H,
paspabotunkoB UCII/[H u ux moacucTem.

Anamu3 YBIIJIx BrOgaer:

- Onucanue yrpos.

- OneHKy BEpOSTHOCTH BO3HUKHOBEHHUS YTPO3.

- OneHKy peai3yeMOCTH YIpo3.

- O1eHKY OIIaCHOCTH YIPO3.

- OnpeneneHue aKTyaTbHOCTH YIPo3.



B 3aximodeHun JaHBl peKOMEHIAIUY 110 MCpaM 3aIUTEI I YMCHBIICHHUA OITaCHOCTH

aKTyaJIbHBIX yIPO3.
1.0nucanune UCILIn

WUCIIJlH mo3BONSET OCYIIECTBIATh COOp, XpaHEHHE, HCIIONb30OBAHHE U YHHITOXCHHE
IEPCOHATBHBIX ~ MAHHBIX,  COJEP)KAIMX  MH(OpMAIHIO,  TO3BOJSIONIYIO  IHOJIY9HTH
TIOTIONTHUTENBHYIO HHGOPMAIIHIO 0 CyOBEKTE MEPCOHANBHBIX TAHHBIX.

1.1 Cocras I1O UCIIIn

Jlnt nammor WCII[[H B menoM HeoOXOOMMO OOECHEUMTH CIEIYIOIIHE XapaKTCPHCTHKHU
6e3omacHOCTH HHGOpMAuH — KOHOHUASHIUATBHOCTD, LIEIOCTHOCTS.

KonduaennuaasHocTs HHGOpMANHU — 00543aTeNBHOE UL BRIIOTHEHAS JIMIOM, IOy HBIIIM
JOCTYII K OIIpeeéHHOM HHPOopMaIyH, TpeboBaHue He IIepeIaBaTh TAKYI0 HHGOPMAITUIO TPETHUM
yunam 6e3 cornacus e€ obnanaTens.

IlesocTHOCTE WHGOpPMANUH — CIOCOOHOCTH CPEICTBA BBIUHCIUTEIPHON TEXHUKH HIH
rH(OPMAIMOHHO# CHCTEMBI 00ECTIeYBATE HEM3MEHHOCTE HH(OPMAIIMH B yCIOBUSX CITy4aitHOTO
W/WIH IPeTHAMEPEHHOTO BO3IEHCTBHSL.

2. [loan3oBaTen

B MAOY COII Ne 131 o6paboTka IEpCOHANBHBIX JAHHBIX OCYHIECTBIACTCS B
MHOTOIIOJIF30BaTENLCKOM PEXKHIME C pasrpaHHUYEHHEM IIPaB JOCTYIIA.

PexumM 06paboTKH MpeycMaTpHUBaeT CIEeAyIOIHe ISUCTBHS C NEPCOHABHBIMH JTAHHBIMU: cbop,
CHCTEMATH3allMi0, HAKOIUICHWE, XpaHeHHe, yTouHeHne (OOHOBJIEHHE, HM3MCHCHHC),
WCIIONIb30BAHME, PACIPOCTpaHeHke (B TOM 4YHCIE Iepefady), 0Oe3nMuuBaHKe, OIOKMPOBAHHE,
YHHYTOXXEHHE IePCOHATBHBIX JaHHBIX.

Bee mosns3oBarenu VICIIIH uMeroT cobcTBeHHbIe pod. CIIHCOK THIIOBBIX POJICH NPE/ICTABIIeH B
BHJIE MATPHIIBI JOCTYTIa B Tabmuie 1.

Tabmuma 1 — Matpuna gocryna

['pynma Vposens noctyna k 11/ Paspemennblie NeHCTBUS
Anvunuctpatop UCIIIH O6namaer IIOJTHOH | - cOop
rH(OpMaIeii O CHCTEMHOM U | - CHCTEMATH3alUs]
IPUKIAHOM IPOrPaMMHOM | - HAKOIUICHHE
o6ecneuernu UCII/TH. - XpaHeHHe
Obnagaet IIOJTHOM | - YTOUHEHHE
“HpOpMauen 0 | - ACIIOJIb30BAHUE
TEXHUYECKUX CpPEACTBAX U | - YHHUTOXECHHE
kouduryparuu UCILIH.
MmMeer JAoCTyl KO BCEM
TEXHUYECKUM CpeacTBam
obpaboTku HHGOpPMaUUH H
naaasmM VCIL/IH.
Ob6nanaer IIpaBaMHu
KOHQUTYpUPOBAHUA u
aIMUHUCTPAaTUBHON
HaCTPOUKH TEXHUUECKUX
cpencts UCIL/IH.
AJIMUHHUCTPATOP Ob6namaer mpaBami | - c6op
6e3omacHOCTH Ammunuctparopa UCIT/Ta. - CHCTEMaTu3allusl
Ob6nanaet MIOJTHOH | - HAKOIUIEHHE
uadopmarmeit 06 UCIT/TH. - XpaHEHHUe
VIMeeT DOCTYN K CpEACTBaM | - yTOUHEHHE
3amUTEl  MHOOPMAIMKM | | - HCIIOIb30BAHME




IIPOTOKOJIMPOBAHUS U K YaCTH | - YHUUTOKECHHE
KJIFOUEBBIX 3JIEMEHTOB
UCIIH.

He wmmeer mpaB poctyma k
KOH(UTYpHPOBAHHIO
TEXHUYECKHUX CPEJICTB CETH 3a
HCKIIIOUEHUEM KOHTPOJIBHBIX

(MHCIEKIIHOHHBIX).
Omneparop UCII/Ix Obnamaet BCEMH | - cOop
HEOOXOJMMBIMH aTpuOyTaMH | - CHCTEMATH3ALUS
" IIpaBaMH, | - HAKOILUICHHE
00€CIIeUnBAIOIAMHI  JTOCTYII | - XpaHEHHE
Ko BceMm I1]1H. - YTOYHEHHE
- UCTIOJIb30BAHHUE
- YHHYTOXCHHUE

[IpenocraBnenne mnu npekpamenne moctyna kK MCITJIH ocylnecTBiseTcs B COOTBETCTBHU C
IIPHAKa30M O HA3HAUCHUH Ha JIOJDKHOCTP HITH MPHKA30M 00 YBOJILHEHHH.

3. Tun UCITOu
Tabmnuna 2 — [MapameTpsr UCITa
3a/laHHBIE XapaKTEPUCTHKHU O€301MaCHOCTH Tunosas nHPpOpPMAITMOHHAS CHCTEMA
MEPCOHATIBHBIX JTAHHBIX
CrpyxTypa HHGOPMAITHOHHOM CHCTEMBI JloxanbHas HHOOPMAITHOHHAS CHCTEMA

ITonxmoueHne HHPOPMAITHOHHOM crcTeMBI K | MiMeercs
CeTsIM O0IIero moJIb30BAHUS

Pexum 00paboTky IepCOHATBHBIX JaHHBIX MHOT0omoJIb30BaTeNbCKAsI CUCTEMA

PexxuM pasrpanudeHus mpas JOCTYIIa C pasrpanuyeHueM J0CTyIa

II0JIb30BaTeNeH

MecToHax0XIeHUEe TEXHUYECKHX CPEJICTB Bce Texnuueckue cpecTBa HaXOAITCS B

UHGOPMAIIMOHHON CHCTEMBI npenenax Poccutickoit @eneparun

JononmauTensHas HHGOpManHs K nmepcoHanbHEIM TaHHBIM TIPEABIBISETCS
TpeOoBaHKE IIETOCTHOCTH U (VIIH)
JIOCTYITHOCTH

JIMC II tuna — okayibHas HHGOpPMaIMOHHAs CHCTEMa, HMEIOIIAs ITOAKIIFOYEHHE K CETSIM CBS3H
001Iero MOIB30BaHMUS, C Pa3rpaHHYCHHAECM IIPaB JOCTYIIA.

4. Ucxoanslii ypoBeHs 3amumenaocta UCITIn

ITox 06muM ypoBHEM 3aIUINEHHOCTH TOHUMAETCS 0000IEHHBIN [T0KA3aTeNh, 3aBUCSIIUIN OT
TEXHUYECKUX H SKCILIyaTallMoHHBIX XapakTepuctuk UCIIn (Y1).
B tabnune mpeicTaBiIeHbl XapaKTEPUCTHKA YPOBHSI HCXOHOM 3amuimennocTy mis MCIT a
MAOQOY COII Ne 131

Tabmuma 3 — MlcxoaHbI ypOBEHb 3alUINEHHOCTH

ITo3unus | TexHUYECKHE U SKCILTYaTAlHOHHBIE XapPAKTEPUCTUKA VYpoBeHb
3aIIUIIEHHOCTH




1 ITo TeppUTOPHATIBHOMY Pa3sMEIICHUIO - Bricokuii

2 ITo HATMYHIO COEIUHEHMUS C CETSIMU OOIIETO Cpenuuii
IOJTE30BaHUSA

3 ITo BCTPOEHHBIM (JIETJIbHBIM) OMEPAIIMSIM C 3aIUCAME Huzkuit
0a3 mepCOHATBHBIX JaHHBIX

4 ITo pasrpaHUYCHHUIO IOCTYINa K IEPCOHAIBHBIM JAHHBIM Cpennuit

5 1o HAJHYHIO COeTUHEHHMH ¢ apyruMu 6a3amu 11/TH HHBIX Bricoxuit
NCIIIa

6 ITo yposHio (06e3muuuBanus) [1/10 Huzxuit

7 Tlo o6semy IIJTH, KOTOpBIE PELOCTABIIAIOTCA CTOPOHHUM | Bricoxuit
nons3oratenssm UCII/Ia 6e3 mperBapHTEIbHOM
06paboTku

Onpeenenie ACXOTHOA CTENEHH 3aIUICHHOCTH:

1. VCIIJIlz wMeeT BBICOKHH YypPOBEHB HCXOMHON 3aIquIneHHoCcTH, ecmi He MeHee 70 %
XapaKTEPUCTHK COOTBETCTBYIOT YPOBHIO «BBICOKHI;

2. UCIIJI uMeeT CpeHui YPOBEHD HCXOHOM 3aIHIIICHHOCTH, €CIIM HE BBIOIHAIOTCA yCTIOBHA
no myakry 1 u He memee 70 % xapaxrtepucTuk VICIIIH COOTBETCTBYIOT YPOBHIO HE HIDKC
«CpEeHUANY;

3. VICTIJIH uMeeT HU3KYIO CTEIEHb HCXOIHOW 3AIIUIIEHHOCTH, €CIIM HE BBIIOIHAIOTCA yCIOBHA
mo myHKTaMm 1 u 2.

Tabmuna 4
No /| 3HaueHHe xapakTepucTHKH (ypoBeHb | KonudyecTBo [IporieHT 3HaYeHHH
3aIUIIEHHOCTH) 3HAYECHUH HE HIDKE JaHHOTIO
YPOBHs
1 Bricoxuit 3 42%
2 Cpenuuit 2 29 %
3 Huskuii 2 29%

B COOTBETCTBHH C [OTYICeHHBIMH JJAHHBIMU YCTAHABIIHBACTCS CPEIHUH [I0KA3aTeNlb HCXOHOU
3aIMUINEHHOCTH, 3HaYeHne Kodddumenta Y 1=5.

5. BeposiTHOCTH peaju3anuy yrpo3 6e30macHOCTH

5.1 Knaccnduxanus yrpos 0€30macHOCTH

IlepeueHb yrpo3, yA3BUMOCTeH U TEXHHYECKHX KaHAIIOB yTedKkd HE(opManiy chopMUpOBaH B
COOTBETCTBHH ¢ TpeboBaHMAMH pyKoBoasamux fokymenToB ®CTIK Poccuu.

CocraB u comepxanue YBIIJ[H ompeneiseTcs COBOKYIHOCTBIO YCIOBHH H tbaxTopOB,
CO3/IAFOIMX OIMACHOCTh HECAHKIHOHMPOBAHHOTO, B TOM YHCIE CiydaiHoro, moctyma K IIJIH
obpabarsBaemMbiM B UCIIJ(H.

UCIIJIa VapexaeHns IpeacTaBisieT co00i COBOKYIHOCT HH(HOPMAIMOHHBIX X IPOTrPaMMHO-
aIapaTHBIX JIEMEHTOB M HX OCOOCHHOCTeH KaK OOBEKTOB obeCredeHms Oe30macHOCTH.
OcuosubME 3meMeHTaMu CILJ{H gBsatoTC:

- IepcoHasbHEIE NaHHbIe, 00padaTsmaemble B ICIIH;

- HHQOPMAIMOHHEIE TEXHOJIOTHH, KaK COBOKYITHOCTB IPHEMOB, CIIOCO00B K METOI0B IPHMEHEHHSA
CPE/ICTB BEIMUCIIUTENIBHOM TeXHUKH Ipu 06padoTke I1TH;

- texmmueckme cpeactea MCII[(n, ocymectemomue obpaborky IIJlH  (cpenctsa
perapciutensHof Texuuku (CBT), mHQOpManMOHHO-BEMHUCIATEIBHBIE KOMIUICKCHI H CETH,
CpelcTBa M CHCTEMBI Iiepeady, mpremMa u oopaborku [1/Tx;

- IIPOrpaMMHEIE CPeZCTBA (OEpAI[HOHHBIE CHCTEMEI, CHCTEMBI yIpPaBIeHUs 0a3aMi JaHHBIX U
Tl

- cpencTsa 3amuthl nHdopmanyu (C3H), sxmouas CK3U;

- BCIIOMOTATeIbHbIE TEXHUYECKHE CPEACTBA M CHCTEMBI (TEXHUYECKUE CPEJICTBA U CHCTEMBI, MX
KOMMYHHKAIMH, He TIpeHa3HadeHHbIe Uit 00pabotku [1/1H, HO pasMeIleHHbIe B TOMEIICHUAX, B
KOTOphIX pacnosoxensl VUCIT[(H, Takue Kak CpeCcTBa BBIUMCIUTCIPHON TEXHMKH, CPEICTBA M



CUCTEMBI OXPAaHHOW ¥ II0KAPHOH CHIHAIM3ALUM, CPEACTBA M CHCTEMBI KOHIUIHOHMPOBAHHI,
CpeZICTBA JJIEKTPOHHOM OPITEXHUKH U T.11.) (manee - BTCC);
- nokymenTanus Ha CK3U u Ha TexHu4yeckue U nporpammiusie kommonenTsr MCIT]TH;
- KJIf0Y€eBas, ayTeHTH(QUIUPYIONIas U mapobHas HHGOPMAIIHSL;
- IOMEIIEH s, B KOTOPBIX HaXOIATCS 3aIlUINaeMBbIE PECYPCEL

Bosmoxnoctr uctounukoB YBIIJ[H 06yCIOBIIEHBI COBOKYIHOCTBIO METOIOB U CIIOCOGOB
HECaHKI[HOHUPOBAHHOIO ¥ (WIIH) CilydaiiHoro gocryna k I1/1H, B pe3ynbTare KOTOPOro BO3MOYKHO
HapymieHue KOH(GUICHIMATBHOCTH  (KONMPOBAaHHE, HENPaBOMEPHOE PAacIpOCTpaHEHHeE),
ETOCTHOCTH (YHHYTOXEHHE, H3MEHEHHE) U JOCTYIHOCTH (GnokupoBanue) I1]1H.

VYrposa Gesomacnoctu IIJIH peammsyercs B pesyinpTare o0pa3soBaHMs KaHAIa pealH3alldy
VBIIJla Mexmy HCTOYHMKOM Yrpo3sl W HocuTeleM (ucrounmkom) IIJ[H, uTO co3maeT
HEOOXOIMMBIE YCIIOBHSA VI HapymreHus Oe3omacHoctd IIJIH (HECAHKIMOHMPOBAHHBIN WM

CIIy4ailHBIH JOCTYII).

OCHOBHBIMU 3JIeMEHTaMH¥ KaHana peanusanuu Y BITJH aBasioTes:
- ucroynuk YDBIIJIlH — cyOpekT, MaTepHanbHBI OOBEKT WM (PHU3UYECKOE SIBICHHE,
cosparomue Y BI1JH;

- cpena (myTs) pacnpocrpanerus [1J]x uin Bo3meicTyi, B KOTOpOU (HU3MYECKOE TOINE, CUTHAT,
JaHHBIE UM IPOIPaMMBI MOTYT PaCIIpOCTPAHITECS U BO3/IEHCTBOBATH Ha 3allAIAaEMBIE CBOMCTBA
(KOH(UIEHITUAIBFHOCTB, IIEIOCTHOCTD, OCTYITHOCTE) I1[H;
- HocuTens I1J1H — Qusndeckoe M0 WK MaTepUAIBHBIN 00BEKT, B TOM YHCIle pU3MIECKOe Moe,
B koTopoM IIJ[H HaXOOUT CBOE OTpaKeHWE B BHJIC CHMBOJIOB, 00pa30B, CHTHAIIOB, TEXHUYECKUX
PELIeHUH U IIPOIECCOB, KOIIMYECTBEHHBIX XapaKTEPUCTUK (PUINIESCKUX BETHYLH.

Hcrounukamu yrpo3 HCJ 8 UCII/IH MOryT OBITE:
- HapyIIUTEIb;
- HOCUTENb BPEIOHOCHOM IPOTrpaMMEL.

5.2 Knaccnpukanus HapymmuTeei

ITo mpusnaky npunamnexsocty kK VICII/IH Bce HapyIIUTETH ASNSTCS Ha JBE TPYIIIBL:
BHEIIHUE HAPYIIUTENIH — (U3MYECKHUE JIMLA, He MMEIOINUe IIpaBa NPeOBIBAHUS Ha TEPPUTOPUM
KOHTPOJIMPYEMOM 30HEI, B IIPEZENax KOTOpol pa3merntaercst obopynoBanue UCIITH;
BHYTPEHHHE HApyIIUTENH — QU3UYECKHE JIUI, HUMEIOIUe IPaBo NpeObIBAHUS Ha TEPPUTOPUM
KOHTPOJIUPYEMOM 30HEL, B IIpeJieNiax KOTopoi pazmernaercs obopymoanue MCITJH.

Buemuuii Hapymure/ib
B xadecTBe BHemHero HapymuTelns HHPOPMAIMOHHOM Ge30MaCHOCTH, pacCMaTPHBAETCS
HapyIIUTEN b, KOTOPHIA HE MMEET HENOCPEACTBEHHOTO IOCTyIa K TEXHHYECKMM CPEICTBAM H
pecypcaM CHCTEMBI, HaXOIAIUMCS B IIPEJIeNIaX KOHTPOIUPYEMOM 30HEL.
IIpenmonaraercs, 9To BHEINHUH HapyIIUTENh HE MOXXET BO3IEHCTBOBATH HA 3aIIMINAEMYIO
MHQOPMAIMIO TI0 TEXHWYECKMM KaHAJlaM YTEUKH, TaK Kak 00beM HHGOpPMAIMH, XPAaHUMOH H
obpabareBaemoii B VICII/IH, sIBIsS€TCS HEOCTATOYHBIM JJIs BO3MOXKHON MOTHMBALUH BHEITHETO
HaApPYIITUTEIS K OCYINECTBIEHHUIO IEHCTBUH, HAIIPAaBIEHHBIX YTEUKY HH()OPMAITUH 110 TEXHHYECKHM
KaHaJaM yTEUKH.
IIpenmornaraercs, 4ro BHEIIHMM HApyIIMTENs MOXET BO3ICHCTBOBATH HA 3alMINAEMYIO
HH(OPMAIHIO TOJIIBKO BO BPEMsI €€ IiepeIayur 10 KaHajlaM CBSI3H.

BHyTpennunii HapymmuTen
B03MOXHOCTH BHYTPEHHETO HApYIIHTEINS CYIIECTBCHHBIM 00pa3oM 3aBUCAT OT JAEHCTBYIOMHX B
npezaenax KOHTPOIUPYEMOM 30HEl OTPAaHUYHUTENBHBIX (aKTOPOB, U3 KOTOPBIX OCHOBHBIM SIBIIIETCS
peanmu3alys KOMIUIEKCA OPraHU3al[MOHHO-TEXHHYECKHX Mep, B TOM UHCIEe II0 MoAbopy,
paccTaHOBKE M OOECIEYEHHIO BBICOKOH IPO(ECCHOHAIBHON IOATOTOBKH KaIpOB, IOITYCKY
(pu3MYEeCKHX JIMIl BHYTPh KOHTPOIMPYEMOH 30HBI X KOHTPOIIO 32 HOPSIIKOM MPOBEEHHS pabor,
HAalIpaBJIEHHbIX Ha IPEIOTBPAIICHHE B IPECEYECHHE HECAHKIIHOHIPOBAHHOTO J0CTYIIA.

Cucrema pasrpanmdenms goctyma VICII[JH obecrieumBaeT —pasrpaHHYEHWE IpaB
TIIONIB30BaTEeIe Ha NOCTYN K HMH()OPMAIMOHHBIM, IPOTPAMMHBIM, ANNApaTHEIM H APYTHM
pecypcam WICII/IH B COOTBETCTBUM C IIPHHSTOU MOJIUTHKON WH(POPMAIMOHHOH 6€30IacHOCTH
(mpaBunamu). K BHyTpeHHEM HapyIIUTENSIM MOTYT OTHOCHTBCS:

- ammunucTparopsl MCI1/IH (xateropus I);
- QIMMHHUCTPATOPBI KOHKPETHBIX MoacucTeM uiM 6a3 nanHbIX VICII/IH (kateropus II);
- nonw3oBatenu UCIIIx (kareropus III);



- TI0/IB30BATENH, SBISIOIIAECS BHEIIHIMHE 110 OTHOIICHHIO K xoukpeTtHO# AC (kateropus IV);

- nTia, 06JIaIaroIKe BO3MOXKHOCTEIO IOCTyTa K CHCTEME Iepeai NaHHbIX (xareropus V);

- COTPYIHHUKH, MMEIOIME CAHKIIMOHMPOBAHHBIA JTOCTYII B CIIy)KeOHBIX [EIIX B IIOMEIICHHUS, B
KoTOpBIX pasMematotest dneMenTsl MCII/IH, HO He HMEIOMKe Npasa JOCTyNa K HIM (kaTeropus
VI);

- obcnyxuBaromuit nepconan JIIY (oxpaHa, pabOTHUKY HHKEHEPHO—TEXHUIECKUX cryx0 u
T.1.) (kareropus VII);

- YIIOTHOMOYEHHBIA IEPCOHAN Pa3pabOTIHKOB VCII]Ta, KOTOpBIH Ha JOTOBOPHOA OCHOBE HMEET
IIpaBO Ha TEXHHYECKOE 0OCIyKHBAHME M MOAU(DHKAIIIIO xommorerToB UCIIJTu (kateropus VIII).

Ha surm xateropuii 1 u II BO3TOXKEHBI 3a7a4d IO aJIMHHHCTPUPOBAHHIO IPOTPAMMHO-
anmapaTHEIX cpencts u 6a3 manHex VICIIJ[H /Uit HHTErpalui 1 o0ecreueHus] B3aUMOIECHCTBUA
PasIMUHBIX MofickeTeM, Bxoaamux B coctas VICII/IH. AJIMUHHCTPATOPH! IOTEHIMATBHO MOTYT
peanm3oBbBaTh yrpossl UMb, HCIONB3ys BO3MOXHOCTH IO HENMOCPCACTBEHHOMY JOCTYIY K
3amumaemoii nebopmamuy, o6pabarssaemoit u xpanuMoi B ICTIIH, a Takoke K TEXHUYECKIM U
nporpammabiM cpencrsam MCII/IH, BmoYas Cpe/ICTBA 3allUTHI, UCIIONB3YCMBIC B KOHKPETHBIX
AC, B COOTBETCTBHH C YCTAHOBICHHBIMH UL HUX a[MAHACTPATHBHBIMH IIOTHOMOIHAMH.

OTH JHIA XOPOIIO 3HAKOMBI C OCHOBHEIMH ITOPHTMaMH, IPOTOKOJIAMH, Pealli3yeMbIMH U
HCIIONB3YeMBIMU B KOHKpeTHBIX moacucTemax u UCII/IH B 1enoM, a TakkKe ¢ IPIMCHICMBIMU
IPYHIAIIAMHE ¥ KOHIIEIIUAMH O€30IIaCHOCTH.

IIpemonaraeTcs, 9T0 OHH MOTIIA OBl HCIIONB30BATh CTAHIAPTHOE 000PYIOBAHME b0 IS
MIeHTHUKAINE YA3BEMOCTEH, 60 11 peanusanuu yrpos Mb. larHoe 000pyIOBaHUE MOXKET
6BITh, KAK YACTHIO IITATHBIX CPEJICTB, TAK K MOJKET OTHOCHTBCSA K JIETKO MOJly4acMOMy (HarpuMep,
IpOrpaMMHOE 00ecIedeHre, IOTYyYEHHOE B3 00MEIOCTYTHBIX BHEITHAX HCTOYHHUKOB).

Kpome Toro, MpeAIonaraeTcs, 9To 3TH JIAIA MOTIA OBl pacmonararh CHelHaTi3HpOBAHHbM
000pyZIOBaHHEM.

K swram xateropwmit I u 11 BBEy ux uckimountensHol pou B MUCII/[H [OWKEeH TPUMEHATHCA
KOMILIEKC OCOOBIX OPTaHM3aIMOHHO-PEXUMHBIX Mep IO MX NOAOOpY, MPUHATAIO Ha pabory,
HA3HAYEHHUIO Ha JOJDKHOCTH ¥ KOHTPOIIO BHIIOIHEHHS (yHKIMOHAIBHBIX 00S3aHHOCTEH.

IIpenmonaraercsi, 9T0 B 9ucio JmI Kateropuit I u II OyayT BKIIOYAThCA TONBKO TOBEPEHHBIC
JIAIA | TI0STOMY YKa3aHHBIE JIMI[a HCKITFOYAIOTCS M3 YUCIIa BEPOSTHBIX HAPYIIHTEICH.

IIpenmonaraercs, 9to juna kareropuit I1I-VIII oTHOCSTCS K BEPOSTHBIM HAPYIIHTEIIAM.

IIpeamonaraercs, 4To BO3MOKHOCT CTOBOPA BHYTPEHHUX HAPYIIHUTEICH MAJIOBEPOATHA BBHIY
IPUHSTHIX OPraHU3aMOHHBIX ¥ KOHTPOJIMPYIOLIHX MEP.

Ipeanosoxenus 06 UMe0meiicsi y HAPYMHUTe s HHGopManuu 06 00beKTaxX peaaTn3anuu
yrpos

B xagecTBEe OCHOBHBIX ypOBHE#H 3HaHui HapymuTened 06 AC MOXXHO BBIICIUTE CIIEAYIOINHE:

- 06mas nHdopMAarMs — HHGOPMAIMY O Ha3HadeHHs 1 o6mmX xapakrepuctikax UCII/H;

SKCIUTyaTalMoHHAs uHpOpMarus — UHGOpMAIWsS, IONydYeHHad U3 OIKCIUIyaTal[MOHHOMU
JIOKYMEHTAIIAH;
- uyBcTBHTENbHas wuHGOpManus — wuHOGOpMAIMS, IONOJHSIONAS 3KCINTyaTallHOHHYIO

nadopmano 06 UCIT{ (manpumep, cBeJeHHs U3 IpoeKTHOH AokymenTannu UCTI/Ix).

B gacTHOCTH, HAPYITUTENH MOXET UMETD:

- JaHHBIe 00 OpraHu3aIiy paboTel, CTPYKTYPE M MCIONL3yEMbIX TEXHUIECKUX, IPOrPaMMHBIX
U mporpaMMHo-TexHrdeckux cpencrsax MCIIIH;

- cBenienns 06 uHbopMaroHHEIX pecypcax MCII/IH: mopsaIoK u nmpaBuiia Co31aHusl, XpaHEeHHs
U nepenaun nH(OPMAInH, CTPYKTypa B CBOHCTBA HH()OPMAIIMOHHBIX IIOTOKOB;

- MaHHbIe 00 YI3BHEMOCTSX, BKIIOYAs TaHHbIE O HEOKYMEHTHPOBAHHEIX (HENEKIapHPOBAHHbIX)
BO3MOYKHOCTSIX TEXHHYECKHUX, IIPOrPAMMHEIX M TiporpaMMHo-TexHrdeckux cpeacts MCILIx;

- IaHHBIE 0 pean30BaHHbIX B [IC3U npuHIMIax B ajlropuTMax;

- HCXOIHBIE TeKCTHI mporpammuoro obecrneuenus MCIIT/In;

- CBEJIEHHS O BO3MOXHBIX KaHalaX peajl3aliy yrpos;

- nHMOPMAITHIO 0 crIoco0ax peaar3alliy yrpo3.

IIpexmomaraercs, uro nuna kareropud 111 i xaTeropuu IV BIaIeroT TOIBKO SKCILTYaTallHOHHOH
nHdopMaIHelt, 9To 06ecIeunBaeTCs OpraHU3allHOHHBIMY MepaMH. [Ipu sToMm ymua xkareropuu [V
He BIAJEI0T MapOIbHOM, ayTeHTU(GUIUpYIOmel W KIo4eBod MH(OpMaIue, UCIoIb3yeMoi B
AMNC, X KOTOpEIM OHM HE UMEIOT CAHKIIMOHUPOBAHHOIO JOCTYIIA.



[Tpenmonaraercs, 9To JUNa KaTeTOPUH V BIIAICIOT B TOM MJIM HHOM YaCcTH YyBCTBHTEIBHOH U
SKCIUTyaTalMOHHOM MH(OpManuel o cucTeMe epenayy HHbOpManuy 1 ooieit uudopmanue 06
AWC, wucnone3yrolluxX 3Ty CHCTEMY Iiepefadd HHGOpPMAaI|M, YTO 0OECIIeYrBaeTCS
OpraHu3alMOHHBIMH Mepamu. IIpy 3ToM 5mma kateropud V HE BIaJCIOT HApPOJILHOM H
ayTenTH(uUIUpYomel nadopmarueit, ucmoas3yemoii B AVC.

I[Ipenmonaraercs, 4ro nuua kareropuu VI u nuna kareropuu VII 1o ypoBHIO 3HaHHUHM He
IIPEBOCXOMAT JIMIA KaTerOpuu V.

IIpennonaraercs, 49ro numna xareropuu VIII obnamaroT 4yBCTBHTENLHONM MHpOpManuei o6
UCIIIx 1 QpysKuuoHansHO opueHTHpoBaHHBIX AVIC, BKIFOUas HHPOPMAIKIO 00 YSI3BEMOCTSIX
TCXHUYECKUX U IporpaMMHubIX cpeicTB MCII/IH. Opranu3arioHHBIME MEpaMu IIPEAIOIIaracTcs
UCKJIFOYHMTE HocTym aull Kateropuu VIII x TexamueckuM u mporpamMmmubsiM cpenctsam MCIT(H B
MOMEHT 00pabOTKH C HCIOJIB30BAHUEM HTUX CPEACTB 3alHUINAEMOM HH(POPMAIHH.

Taxum o6pazom, Hanbonee uHbOpMHEpOBaHHEIME 06 AVC smisrores nwmia kareropus 111 u
muna xkarteropuu VIIIL

Crenesr MH(OOPMHPOBAaHHOCTH HApyINUTENsS 3aBHCHUT OT MHOTHX (DAKTOPOB, BKIIOYAs
peanu3oBaHHble B JIIIY KOHKpEeTHBIE OpraHHM3aI[MOHHBIE MEPHI M KOMIICTECHIIAIO HAPYIITUTEIEH.
ITosToMy OOBEKTHBHO OLEHHUTH OOBEM 3HAHHUM BEPOSTHOTO HAPYIIWTENS B OOINEM Cilydae
[IPaKTHYECKH HEBO3MOXKHO.

B cBa3M ¢ M3IOXKEHHBIM, C IIETBIO CO3JAHHUS OIPENENICHHOTO 3amaca IIPOYHOCTH
IIPEIIIOIATaeTCs, YTO BEPOATHBIE HAPYIIUTEIH 00IaJaf0T Beel nHbopManueii, HeoOX0aMMOH It
IIOJTOTOBKH U PEAM3allMH yIPO3, 33 HCKIIOUCHHEM HH(POPMAITHH, TOCTYI K KOTOPOH CO CTOPOHEI
HapyIIHUTENs HCKII0YaeTCs CHCTEMOH 3amuTel nHGopMarmu. K taxoit nHGopManuu, Hanpumep,
OTHOCHTCS IIapOJIbHAs, ayTEHTUQUIUPYIOIas U KIIFoYeBas HHGOpMaITHsl.

IIpeamono:xenust 00 NMEIMUXCS y HAPYIINTE/S CPEACTBAX PeaTH3AUH YIPO3
IIpennonaraercs, 9To HAPYITHTENh UMEET:

- anmnapatsable KoMnoHeHTs! C3I1/[x u C® C3I1/1H;

- IOCTYIIHEIE B CBOOOHOM ITpoake TEXHUIECKHUE CPEICTBA U IPOTPAMMHOE 00ECIIEUEHHE;

- CIELAAIBHO pa3paboTaHHBIC TEXHUYECKHE CPEICTBA U IIPOTrpaMMHOE 00€eCIeUeHHE.
BHyTpeHHHI HapyIUTEIh MOXKET HCIOIB30BATh IITATHEIE CPEJCTBA.

Cocras uMeroImuxcs y HapyIIUTeNs] CPEICTB, KOTOPBIE OH MOYKET MCIIOIb30BaTh JJI PEATH3aluH
yrpo3 Wb, a Takxke BO3MOXXHOCTH II0 X IPHUMEHEHHUIO 3aBHUCSIT OT MHOTHX (haKTOpOB, BKIIOYAs
peanmu3oBaHHble Ha o00bekTax JIIIY KOHKpETHBIE OpraHW3alMOHHBIE MeEpBl, (HHAHCOBEIE
BO3MOXKHOCTM M KOMIETEHIMIO HapymuTened. [loaToMy OOBEKTHBHO OIIEHHTH COCTaB
UMEIOIIKXCA y HapymMTeId CPEICTB pealH3allid yrpo3 B oOIIeM Cliydae IIpaKTHYECKH
HEBO3MOXHO.

ITosromy, mna cozmanms ycrodumsoit C3IIJ[H mpemmonaraercs, 4TO BEPOSTHBIA HAPYIIUTEND
HUMEET BCE HEOOXOMMMBIE s peald3allid yIrpo3 CPEICTBA, BO3MOXKHOCTH KOTODEIX HE
IPEBOCXOJAT BO3MOXKHOCTH aHAJOTMYHBIX CPEACTB peald3allid yrpo3 Ha HHGOPMAIUIO,
COIEPXKAIlyI0 CBENEHHS, COCTaBILIIOIIME TOCYHapCTBCHHYIO TaiiHy, H TEXHHYECKHE H
IIPOrpaMMHBIE CPENCTBa, 0OpabaTriBaroIue 3Ty HHOOPMAITHIO.

BmMecte ¢ TeM mpeamonaraercs, YTo HapyIIUTEIb HE HMEET:

- CPEZICTB IIepexBaTa B TEXHHUECKHUX KaHAIaX YTEUKH,;

- CPEJIICTB BO3/ICHCTBHS Yepe3 CHTHAIBHEIC LEITH;

- CPEIICTB BO3/IEHCTBHS HA HCTOYHUKHY U Yepe3 IEIH ITUTaHuI;

- CPEIICTB BO3JICHCTBUA Yepe3 [EH 3a3EMIICHUS;

- CPEJICTB aKTHBHOI'O BO3AEHCTBH Ha TEXHUYECKUE CPEACTBa (CPEICTB OOITydCHHS).
IIpenmonaraeTcs, 4To HaubOJIEE COBEPIIEHHBIMY CPEACTBAMHE PEATH3AIMH YTPO3 00JIaaaroT JIAIA
kareropuu lII u muna xareropuu VIII.

5.3 Knaccudpuxanus ysizsumocreit UCITIu

Vassumocte MCII/Ia — HemocTaTok MM citaboe MECTO B CHCTEMHOM HWIIM IIPHUKJIAIHOM
IPOrpaMMHOM (mporpaMMHO-ammapaTHOM) obecreueHnn aBTOMATHU3HUPOBAHHOMN
HHQPOPMAIIMOHHOM CHCTEMBI, KOTOPOE MOXKET OBITh HCIONB30BAHO U PEATM3alUM YTPO3BI
0€30TaCHOCTH IEPCOHATBHBIX JaHHBIM.

HpI/I‘II/IHaMI/I BO3HHKHOBCHHUA YHSBI/IMOCTeﬁ SIBJIAXOTCHA:



- ommOKY TpH HPOEKTHPOBAHMH M pa3paboTKe HPOrpaMMHOrO (TporpaMMHO-aIIapaTHOIO)
obecriedeHus;
- IpefHAMEpEHHBIC JEHCTBHS 10 BHECEHHIO YSI3BUMOCTEH B XO/C IIPOCKTHPOBAHMSA 1 pa3paboTKH
IPOrpPaMMHOTO (IIPOrPaMMHO-aMTIAPATHOTO0) 00ECIIeICHHS;
- HeIIpaBHIIbHBIE HACTPONKH IIPOrPAMMHOTO 00€CIIeYCHI LS, HEPABOMEPHOS H3MEHEHHE PEXUMOB
paboTHI YCTPOHCTB M IPOTPaMM;
- HECAHKIHOHHPOBAHHOE BHEPEHHE ¥ MCIIOJIB30BAHNE HEYYTEHHBIX IPOrPaMM C IIOCIIEAyOIIM
HeoGOCHOBAHHBIM PAcXOJOBAaHMEM PpecypcoB (3arpyska IIpoIeccopa, 3axBat OIIepaTUBHOHU
[IAMSTH ¥ TaMSTH Ha BHEITHHX HOCHTEIX);
- BHE/JPEHHE BPEIOHOCHBIX IPOrPaMM, CO3IAIOIIUX YA3BUMOCTH B IPOrPaMMHOM H IPOrpaMMHO-
anmapaTHOM 00ecCIICYeHHH;

- HeCAHKAIMOHMPOBAHHBIE HEYMBIIUICHHBIC [EHCTBHS IOJNB30BATeNCH, MNPHBOAAIMC K
BO3HUKHOBEHHUIO YS3BHMOCTEH;
- cbom B paboTe ammapaTHOTO ¥ IPOTPAMMHOTO OGECICYCHH (Bb3BaHHBIE CcOOSIMH B
SJIEKTPOIMTAHMH, BBIXOXOM H3 CTPOS AamllapaTHBIX SIEMEHTOB B DE3yJIbTaTe CTapCHUA H
CHWYKCHHS HAJeKHOCTH, BHEIIHAMH BO3JEHCTBUSIME SJIEKTPOMATHMTHBIX MOJICH TEXHHYCCKHX
YCTPOMCTB U Ip.).

Pa3uyaroT clIeyIoIIie IPYIIIBEI OCHOBHBIX YA3BHMOCTEH!
- YS3BHEMOCTH CHCTEMHOTO IIPOIPaAMMHOTO OOECIeYeHHs (B TOM HYHCIIE MPOTOKOIOB CETEBOTO
B3aUMOJICUCTBHA);

YS3BHMOCTH TIPHUKJIANHOTO MIPOrPaMMHOTO OOecredeHus (B TOM HHCJIE CPEACTB 3allUThI
uHbOpPMAIINN).

5.4 llepeuens Bo3MoxkHBIX YBII/IH

Jlns ICTI/TH Y4pexIeHns MOXHO BBIICTHATH CIIETYIOMNE yIrPO3BL:

1. YTpo3sI OT yTEUKH 10 TEXHUIESCKUM KaHaJIaM.

1.1. Yrpo3sl yTeuky akyCTHUEeCKOH HH(QOpMAIIHH.

1.2. YTpo3sl yTeuKky BUIOBOH HHPOPMAIIHH.

1.3. Vrposs! yreuku unbopmarun mo kaganam IIDMUH.

2. YTpo3bl HECAaHKIIMOHHPOBAHHOTO IOCTyTIa K HHGOPMAIIHHL.

2.1. Yrpo3sl yHHUTOXKEHHS, Xuinenus amnapaTHsx cpencts VICTIIn Hocwutenel napopManyu
nyteM $usmueckoro pocryna K anemenTam UCIT/TH.

2.1.1. Kpaxa ITOBM,;

2.1.2. Kpaxa HocuTemnelt nHGopMaIuu;

2.1.3. Kpaxa xirodeii u aTpuOyTOB HOCTYIIa,

2.1.4. Kpaxu, MoTru(UKAIIAY, yHHITOXESHHUS HH(GOPMALWH;

2.1.5. Bemox u3 ctpos y3inoB [I9BM, xanaiios cBs3u;

2.1.6. HecaHKITMOHHPOBAaHHOE OTKJIFOYEHHE CPECTB 3aIMUTHIL.

2.2. Yrpo3sl XUIIEHHS, HECAHKIIMOHMPOBAHHON Moud KAy HIH 6IOKApOBaHus HHpOpMariy
3a cueT HecanknuonuposanHoro pocryna (HCJI) ¢ npuMeHeHHEM MPOTpaMMHO-aNapaTHEIX H
TIPOrPaMMHBIX CPEJCTB (B TOM YUCIIE IPOrPAMMHO-MATEMATHIECKHX BO3IEHCTBHAMH).

2.2.1. JleficTBHS BPEIOHOCHBIX IPOrpamMM (BEPYCOB);

2.2.2. HenexnapupopanHble Bo3moskaocTH cucteMHoro 110 1 I10 mis 06paboTku mepCoHabHBIX
JTAHHBIX;

2.2.3. YcranoBka I10, He CBS3aHHOIO C MCIIOJIHEHHEM CIIyKeOHBIX 00SI3aHHOCTEH.

2.3. Vrpossl He IIpeJHAMEPEHHBIX NCHCTBHI IOIB30BaTeNeH M HapylleHuWH Oe30MacHOCTH
dyrxnuoruposanus UCITu u C3I1/(H B ee cocTaBe H3-3a COOEB B MPOTPAMMHOM 00CCIICICHUH,
a TaKKe OT YIpo3 HEAHTPOIIOTEHHOTO (CO0EB armnapaTypsl H3-3a HEHAIEKHOCTH SJIEMEHTOB, COOEB
3IEKTPOIMHUTAHKS) H CTHXHIHOTO (yAapOB MOJHHA, 0KapOB, HABOJHEHUH U T.II.) XapaKTepa.
2.3.1. YTpara xiroue ¥ aTpuOyTOB IOCTYIIA;

2.3.2. Henpennamepennas Mopudukarms (YHIUTOKEHHE) HHPOPMAIMH COTPYAHUKAMHU;

2.3.3. HempemHamepeHHOE OTKITIOYEHHE CPECTB 3alllUThI,

2.3.4. Bexop u3 CTpOs annapaTHO-IIPOTPaMMHBIX CPEJICTB;

2.3.5. C6oit cucTeMBI SNIEKTPOCHAOXKEHNUS,;

2.3.6. CtuxuitHoe Ge/icTBHE.

2.4. Yrpo3sl IpefHaMePEHHbIX JeHCTBUM BHYTPEHHUX HaPYIIUTENICH.



2.4.1. Jloctyn x madopManuy, MOAM(UKAINSL, YHHYTOXKCHHE IMI, HE NOIYIIEHHEIX K e
o6pabotke;

2.4.2. Pasrnamende nHGOPMaLUH, MOIUGHUKAIINS, YHHUTOXKEHHE COTPYAHAKAMH, JOMYIICHHBIMA
K ee oOpaboTke.

2.5. YTpo3sl HECAaHKIIMOHUPOBAHHOTO TOCTYIIA IT0 KAHAIAM CBS3H.

2.5.1. Vrposa «Amami3 cereBoro Ttpadmka» c¢ mepexsarom mnepemaBaemor u3 MCIIJ[H u
[IPUHAMAEMOH U3 BHEUIHUX CETeH HHGOpPMAIIUH:

2.5.1.1. Tlepexsar 3a nepezenamu ¢ KOHTPOJIHUPYEMOM 30HEI,

2.5.1.2. Ilepexaat B mpefienax KOHTPOIUPYEMOM 30Hb! BHEIMHUMH HAPYIIHTEISAMH;

2.5.1.3. Ilepexsar B mpefienax KOHTPOIUPYEMOM 30HBI BHYTPEHHUMH HApyIIATEIIMH.

2.5.2. YTpo3Bl CKaHWPOBAHHUs, HAIIPaBICHHbIC Ha BHIABIECHHE THIA WM THIIOB HCIIONB3YEMbIX
ONEPAlMOHHBIX CHCTEM, CETEBBIX anpecoB paboumx craniwmii WCIIIH, TONIONOIMH ceTH,
OTKPBITBIX IIOPTOB H CIIyK0, OTKPBITEIX COSTHHEHUN U JIp.

2.5.3. Yrpo3sI BEISIBIICHHS TTAPOJICH 10 CETH.

2.5.4. Yrpo3sl HaBsI3bIBAHUE JIOXKHOTO MapIIPYTa CETH.

2.5.5. YTpo3sl TOIMEHBI JJOBEPEHHOI'O 0OBEKTA B CETH.

2.5.6. Yrpo3sl BHEAPEHUS JI0KHOTO 00BhekTa Kak B ICII/[H, Tak ¥ BO BHEITHUX CETSX.

2.5.7. Yrpo3sl Tana «OTKa3 B 00CITy)KABAHUL .

2.5.8. Yrpo3sl yIaJleHHOTO 3aITyCcKa IPHI0KEHUH.

2.5.9. YTpo3sl BHEIPEHHS TI0 CETH BPEOHOCHBIX IIPOrPaMM.

S. 5 BeposaTHocts peammzanuu YBII/{x

IToq1 BEPOATHOCTBIO pean3allMi YTPO3bI IIOHUMAETCS OIPENEIIIeMBI SKCIEPTHRIM IIYTEM.
[Tokasarenb, XapaKTepU3yIOmUH, HACKOIBKO BEPOSTHBIM SBISIETCS pealM3als KOHKPETHOH
yrpossl 6e3onacuocty I1/1n a1t ICII/IH B CKiIaqBIBAIOIAXCS YCIOBHIX 00CTaHOBKH.

HucnoBodt kosppuumment (Y2) I OINEHKM BEPOSTHOCTH BO3HMKHOBEHHS YIPO3EIL
onpezesiercs 1o 4 BepObalbHBIM IpalallisM 3TOr0 IMOKa3aTelLs:

MaJIOBEPOSITHO - OTCYTCTBYIOT OOBEKTHBHEIE IPEIIOCHUIKH JUIS OCYINECTBICHUs yrpo3sl (Y2 =
0);

HU3Kas BEPOATHOCTb- OOBEKTHBHBIE IPEINIOCBUIKH JUIS PEATH3alli YIPO3bI CYIIECTBYIOT, HO
IPHHSTHIE MEPHI CYIECTBEHHO 3aTPyIHAIOT ee peaymzanuio (Y2 = 2);

CPEHASA BEPOATHOCTD - OOBEKTUBHEIE IIPEAIOCHUTKY IV Pealn3aliid YyTPpO3bl CYIECTBYIOT, HO
IPHHATEIE MePHI obecniedenus 6esonacHoctu [1JIH HemocTarounsl (Y2 = 5);

BBICOKAsl BEPOATHOCTL - OOBEKTHBHBIE NIPEANIOCHUIKH IS PEATH3al[Md YIPO3bI CYINECTBYIOT U
Mepel 1o obecnedenuro 6e3omacHoctu [1/1n He npuasTe! (Y2 = 10).

5.5.1 Yrpo3s! yreuku HHPOPMALMH 10 TEXHHYECKHM KaHAJIaM

5.5.1.1 Yrpo3sl yTeUkH aKyCTHYECKOH (pedeBoit) HH(OpMaIHH.

Bo3HuKHOBEHHE YIpO3 YTEUKH aKyCTHYecKo# (pedeBoit) HHOOpMamuw, comepikareics
HETIOCPE/ICTBEHHO B MPOM3HOCHMOM peur nonb3oBaTerst MCII/x, npu o6pabotke [1/Ta 8 UCI1/IH,
BO3MOXXHO IpM Hamuuuu (yHKIMH romocoBoro BBoma Il B UCII[H wmm (ysxnumit
Bocnpoussenenus [1/1a akycruueckumu cpencrBamu VCIT/IH.

B UCII/Ilz ¢ysxuum romocoBoro BBoma IIJIH wmmu (yHKuuMH BocmpoussBeneHus I1JH
aKyCTHYECKHMHU CPEJICTBAMH OTCYTCTBYIOT.

BeposTHOCTE peanu3zanuu yrpo3sl — MaTOBEPOSTHA.

5.5.1.2 Yrpo3sl yTeuku BHIOBON HHOOPMAIHH.

Peanmzaiuss  yrpossl yTeuknm BHIOBOH HHGOpPMAI[Md BO3MOXKHA 3a CYET IIPOCMOTpA
UHGPOPMAIMK C IIOMOMIBIO ONTHYECKUAX (ONTHKO-3IEKTPOHHBIX) CPEICTB ¢ SKPAHOB JUCILIEEB U
APYTUX CPENCTB OTOOPaXEHHS CPEACTB BHIYUCIUTEILHON TEXHHKH, HMH()OPMALHOHHO-
BBIYMCIIUTENIEHBIX KOMIUICKCOB, TEXHHYECKHX CPEACTB 00paboTKM Tpaduyeckoit, BHIEO H
OykxBeHHO-IUGPOBOH HHGOpManuy, Bxoasmwx B coctaB MCIT/IH.

Ha oxHax MCHONB3YIOTCS KATIO3X U 3aHABECKH. J[OCTYII MOCTOPOHHMX JIUI B IIOMEIICHHS, B
KOTOPBIX ITpou3Bogutcs obpabotka [TJ[H, orpanuden.

BeposTHOCTS peanu3anuu yrpo3sl — MaJIOBEPOSTHA.

5.5.1.3 Yrpo3s! yreuku uHbOopManmu mo kananam IIDMHWH.




VIpo3sl yTeUKH HHPOPMAIMHA 10 KaHATy I[IPMUH, BO3MOKHBI H3-3a HATHIXS [Tapa3sUTHBIX
3IIEKTPOMATHUTHBIX H3JIyUCHUH Y 2JIEMEHTOB UCIIHE.

Vrpo3a yTeukd HHGOPMAIHH, COIepKaeH [1/Ts, o xanamy [IDMHWH Bo3MOXkHa, 32 CUET
IIepexBara TeXHUIECKUMHU CPEACTBAMHU PA3BEIKH 3a [IPEeIaMu KoHTposmpyemoi 30861 [IDMIUH,
BO3HHKAIOIMX Ipu obpabdotke IIJIH cpencTBamMu peranciutensaoi Texauku UCIIIH. Haubonee
OTIACHBIM PEKMMOM PabOTEL CPEJICTB BHIMMCIUTEIBHOM TEXHUKH SBICTCA BRIBO/ uHbOpMaIuu
Ha KpaH MOHHTOPA aBTOMATH3MPOBAHHOTO Pab0Uero MecTa OnepaTopa (momnp3osatest) MCII/TH.

Daementst VCIIJIH HaxXomsTCs B CaMOM ILEHTPE 37aHMSA M OKPAaHMPYIOTCA HECKOJIBKHMH
HECYIIIMH CTEHaMH, M Mapa3UTHBIA CUTHAI MaCKMPYEeTCs ¢ MHOXCCTBOM JIpyTuX TIapa3UTHBIX
CHTHAJIOB dJieMeHTOB, He Bxoasaumx B VICII/IH.

BeposSTHOCTS pealn3alyi yrpo3bl — MaJlOBEPOATHA.

5.5.2. Yrpo3sl HECAaHKITHOHMPOBAHHOTO IOCTYIIA K nHbOpMaIUU

Peaym3anus yrpo3 HCJI x uHGOpMAIHK MOKET IPUBOIUTE K CICIYIOIMM BH/IaM HAPYIICHIA

ec 6€30IacCHOCTH:
- HapYIIEHUIO KOHGUICHITMATBHOCTH (KOIUPOBAHKE, HEMPAaBOMEPHOS pacIpoCTpaHEHHE);
- HAPYIICHHIO ETOCTHOCTH (YHHYTOXKEHHE, H3MEHEHHUE);
- HApyIIEHHIO OCTYTHOCTH (6IOKMPOBAHKE).
5.5.2.1 Yrpo36l yHUUYTOXEHHU, XUAIIECHHS alllIapaTHBIX CPENICTB NCIIIn, HOCHTEIIER
uHbOpMAIHH ITyTeM QU3MYECKOT0 JOCTYIIA K SJIEMEHTAM UCILIs

Kpaxa [I9BM.

Vrpoza ocymectBisercs myreM HCJI BHEIIHMMH ¥ BHYTPSHHMMH HapyIIUTCIAMH B
MIOMEIIIEHUSX, Tie pacmosioxeHsl sineMenTs UCIT/TH.

B Vupex[IeHHH BBEIEH KOHTPONIb J0ocTyma. K04 OT CEpPBEPHOTrO MOMCIICHUS YIPEKICHHA
XPAHATCS y CHCTEMHOTO aIMUHUCTpaTopa. KaOWHETH! I0Ip30BATENEH 3aIMPAIOTCS Ha KITFOHH.

BeposSTHOCTh pealnu3aliy yrpo3bl — MAJIOBEPOATHA.

Kpaxa "HocuTeneit nHGOpManyuu

VYrposa ocymectsisercs wyreM HCJ BHEIIHUME X BHYTPEHHMMH HAPYIIATCIIIMU K HOCHTEILAM
uH(bopManuy. B pe3ypTaTe BO3MOXKHO HECAHKI[MOHHPOBAHHOE KOMMPOBAHKE PA3/CIIOB CHCTEMBI
XpaHEHHS JaHHBIX IITATHHIME CPEJICTBAME Ha CheMHbIC YCTPOHCTBA XPAHCHHUS.

B VupexaeHnu BBeeH KOHTPOJB J0CTyna. Kitoun 0T CepBEPHOrO MOMEIICHAS yIPEKCHUA
XpaHATCA y CHCTEMHOrO aIMHHHCTpaTopa. KaOWHETHI IOIB30BaTeNCH 3alMpaioTCs Ha KIOHH.
XpaHeHHe HOCHTENEH ocyIIecTRIIeTCs B celde.

TToctyn k Texumdeckum cpezpctBaM MCIIJIH mpu OOCTy)XMBAHHM BO3MOXEH TOJIBKO IIOJ
KOHTPOJNEM CO CTOPOHBI CHCTEMHOTO aiMHHHCTparopa. IlepeHOCHBIC KOMIIBIOTEPBI L
o6pa6otku [1JTH B ICIIJIH He HCIONB3YIOTCS.

BeposTHOCTh pealu3aluy yrpo3bl — MaTOBEPOSTHA.

Kpaxa xmroueii u aTpubyToB HOCTyIIA.

Vrposa ocymectBisercss myreM HCJ] BHEIIHMMHM W BHYTPCHHUMH HApYIIATCISAMH B
IIOMEIIEHHIX, T7€ IIPOUCXOUT paboTa I0Ib30BaTENCH.

B YupexneHuH BBEICH KOHTPOIb HOCTyHa. Kirouu OT CepBEPHOrO IMOMEIIECHHA YIPEKACHIS
XpaHATCS y CHCTEMHOIO aqMHUHACTpaTopa. KaOHHETHI MOIb30BaTeNeH 3alHPAIOTCS Ha KITFOH.

BeposiTHOCTE peanu3aluy yrpo3bl — MaJloBepPOSTHA.

Kpaxu, MogubUKAIMH, YHHUTOXKEHUS HHOOPMALIUK

Vrposza ocymectsisiercs myréM HCJl BHEIIHMMH W BHYTPCHHHMM HApYIIMTESIMH B
HOMEIIEeHUSX, rie pacnoioxenst sneMenTs! ICIIJIH 1 cpecTBa 3alUThL, a TAKKe IPOHCXOIUT
paboTa oIp30BaTENIEH.

B YupexneHud BBeICH KOHTPOIb HOCTyna. Kiroun 0T CepBEpHOTO IIOMEIIEHUS yIPEXKACHUA
XPaHATCS Y CHCTEMHOTO aqMUHACTpaTopa. KaOHHETHI OIb30BaTeNeH 3aIHPAIOTCs Ha KIIFOUH.

BeposSTHOCTE peau3aliiy yrpo3bl — MAJTOBEPOSITHA.

BeiBoa 13 crpos y310B [IOBM 1 KaHanoB CBA3K

Vrposa ocymecteiasgercss myreM HCJ[ BHEIIHHMH W BHYTPEHHMMH HapYIIWTCISIMH B
noMmenienus, rjie pacnonoxess! aneMeHTs MCIT/{H 1 poXoasT KaHabl CBA3H.

B VupekIeHuH BBEACH KOHTPOJIb HocTyna. Kiroun oT cepBEpPHOTr0 OMEIIEHHUS yIPEKACHUA
XPaHATCA y CHCTEMHOTO aIMUHACTpaTopa. KaOHHETHI 110/1p30BaTe eH 3aIMPArOTCA Ha KITIOYH.

BeposITHOCTh peann3aliiy yrpo3bl — MaJTOBEPOSITHA.

HecaHKIIMOHHPOBAHHOE OTKIIOYEHUE CPEJICTB 3aIUTEL




Vrposa ocymectBigercs nyreM HCJ[ BHEITHMMEM ¥ BHYTPEHHMMH HapyIIUTEIIMH B
[IOMEINEHHUSX, TJI€ pacIloNoXeHbl cpeacTra 3amuTsl UCI/IH.

B Vupexnenun BeicH KOHTPOIb AocTyna. Kioun 0T CepBEpHOTO TIOMEIEH S YIPEXKIEHHS
XPaHATCA Yy CHCTEMHOI0 aaMuHucTpaTopa. KabuHeTs! nomp3oBaTesnell 3anuparoTes Ha KIIFOYH.

B03MOXHOCTE OTKIIOYEHHs MM H3MeHeHHs HacTpoek C3U monp3oBarteneM 3ampelieHa.
Hacrpolika cpencts pasrpaHudenus noctyna kK pecypcam WCIIJIH mpoM3BOAMTCS CHCTEMHBIM
aIMUHHUCTPATOPOM.

BeposiTHOCTB peanu3aruy yrpo3bl — MAIOBEPOSITHA.

5.5.2.2 YTpo3sl XUINEHHUs, HECAHKIIMOHUPOBAHHOM MOIU(UKAIIMH HITH GIIOKHPOBAHUS
MH(pOpMAIKH 3a c4eT HecaHKIHOHUpoBaHHOro foctymna (HCII) ¢ mpuMeHeHHeM TPOrpaMMHO-
alIapaTHRIX ¥ IPOIPaMMHBIX CPECTB (B TOM YHCIIE IIPOTPaMMHO-MATEMaTHIECKHUX
BO3JIEHCTBHIA).

Jle¥cTBUS BPEIOHOCHBIX MMPOrpaMM (BEPYCOB).

IIporpaMmHO-MaTeMaTHYECKOE BO3JEHCTBHE - 5TO BO3AEUCTBHE C MOMOIIBIO BPEIOHOCHEIX
nporpamM. IIporpaMmo#l ¢ HOTEHIMATbHO ONACHBIMU IIOCTEACTBHSIMH HIIM BPEJOHOCHOM
IIPOTPaMMOM  (BHPYCOM) HAa3EIBAIOT HEKOTOPYIO CaMOCTOSTENBHYIO Iporpammy (HaGop
HUHCTPYKIHMH), KOTOpas CIOCOOHA BBHIIONHATH JIEOOOE HEMyCTOE IIOMHOMKECTBO CIEMYIOIIHX
byHKITHI:

- CKPBIBATh IIPU3HAKK CBOETO IIPHUCYTCTBHUS B IPOIPAaMMHOM Cpejie KOMITBIOTEPA;

- 00namaTe CIOCOOHOCTBIO K CaMOIyOJIMPOBAHHUIO, aCCONMHUPOBAHHIO Ce0S C IPYTHMH
IporpaMMaMy U (MJIH) IIEPEHOCY CBOUX (ParMeHTOB B HHBIE 00JIaCTH ONIEPATHBHOM HITH BHEIIHEH
aMsITH;

- pas3pymars (MCKaXaTh IIPOM3BOJIEHBIM 00pa30oM) KOJI IIPOrPamMM B OTIEPATHBHOMN IIaMSTH;

- BBIIOJIHATE 0€3 HHUIMAPOBAHHUS CO CTOPOHBI II0JIB30BaTels (TT0JIb30BATENBCKOM IPOrpaMME]
B INTATHOM PEKHMME €€ BBIIOJIHEHHUA) NECTPYKTHBHBIE QYHKIUH (KOMHPOBAHUS, YHHUTOKEHHS,
OJIOKHPOBAHHUS U T.II.);

- COXpaHATh (parMeHThl MHGOOPMAIMH U3 ONEPATHBHOMW MAMSTH B HEKOTOPHIX O0OIACTIX
BHEIIHEH IIaMATH IIPSIMOro JOCTyIa (JIOKaJIbHBIX WIIH YAAJICHHBIX);

- MCKa)XaThb IIPOM3BONIBHBIM 00Opa3oMm, OnIOkuMpoBaTh W (WIIH) IIOJMEHSATH BBEIBOJUMBIN BO
BHCIIHIOIO MaMsTh WM B KaHal CBA3HM MacCHB HH(OpManuw, oOpa3oBaBIIHHCS B pe3yIbTATe
paboTHI IPUKIAIHBIX IPOTPAMM, WK YK€ HaXOIAIIHECS BO BHEINHEH TaMATH MACCHBHI JaHHBIX.

B Vupexnenun na Bcex snmementax MCIIJIH ycraHOBiI€HAa aHTHBHpyCHAs 3alluTa,
I0JIb30BaTENIH IPOUHCTPYKTHPOBAHBI O MEpaxX IPeIOTBPAIICHHUS BUPYCHOTO 3apaykKEHH .

BeposTHOCTE peatu3aIiy yrpo3bl — SBIAETCS HIU3KOM.

HenexnapupoBansbsle Bo3aMoxHOCTH crucTeMuOoro 10 u ITO miusg 06paboTKH epCOHATBHBIX
JAHHBIX.

HenexnapupoBaHHBIE ~ BO3MOKHOCTH —  (YHKIHOHAIBHBIE  BO3MOXHOCTH  CPEICTB
BBIYMCIIMTEILHON TEXHHKH, HE OIHMCAHHBIE WM HE COOTBETCTBYIONIME OIMCAHHBIM B
JNOKYMEHTAllWH, IIPH HCIIOIB30BaHHKM KOTOPHIX BO3MOXKHO HapylIeHHE KOH(MHIECHIMAILHOCTH,
JOCTYIIHOCTH HJIH LIEJIOCTHOCTH oOpabaThiBaeMoii HH(OpMAIIHH.

BepoaTHOCTE peanu3aiy yrpo3bl MOBBIIIAETCS:
- K YBEIIHYCHWH DJIEMEHTOB, B TOM 4YHCJIE porpaMmmHoro obecreuerust, MCITxH;
- IIPH YBEJIMYECHUH 9HCIIa QYHKIIMOHAIBHBIX CBA3EH MEXIIy DJIEMEHTAMHU;
- HAJTMIHH [TOJKIFOYEHHS K CETAM OOILIEro AOCTYyIa U (WIH) MEXIyHapOIHOTO 0OMEHA.

OGOOIIEHHEIH CIOHCOK BEPOSTHOCTH pEAM3alliél yrpo3 s pasHeix Tunos MCIIa

IIpeJICTaBIIeH B TabuIe S.

Tabmuma 5
Tun UCI1n BeposSTHOCTE peanu3aliiu yrpo3kl Koadd. BepostHOCTH
peanu3alyy yrpo3bl
HapyIuTeIeM
ArtoHoMHas VC I tumna MaJIOBEPOSITHAS 0
AstonomHuas MC Il Tuna MaJIOBEPOSITHAS 0
AstonomHas VC III tumna MaJIOBEPOSITHAS 0
AgtonomHuas VIC IV tumna MaJIOBEPOSITHAS 0




Asronomuas UC V tuna MaJIOBEPOSTHAS 0
AstonomHas MC VI tuma MaJIOBEPOATHAS 0
JIMC I tna MaJIOBEPOATHAs 0
JIAC 11 Trma HU3Kasd 2
Pacnipenenennas HC I tuna HU3Kasd 2
Pacnpenenennas MC 1I tuma HU3Kas 2

B ciygae ecii B 00paboTKe MEPCOHANBHBIX JAHHBIX YIaCTBYCT I1O coGcTBeHHOM pa3paboTKu
wim craggaprHoe 110, nopaboTaHHOE MO HYXKIB! YIPEKASHHS, TO CICAYCT MOBBICATH 3HAUCHHC
BEPOSITHOCTHU PEATM3alliK YTPO3BI:

- s Beex tunoB MCIITJTH, kpome ABToHOMHas MC I Tina, Ha IOPATIOK;
- ns Pacipenenensoi VIC II Tima Ha Ba IOpsAAKa.
B nansoM ciydae paccmarpusaercs Jloxansnas VC IT Tuma.
BeposTHOCTh PEAM3alii yTPO3BI — SBIAETCS HU3KOH.
Veranoska 110, He ¢BS3aHHOTO ¢ HCIIONHEHUEM CITyXKeOHbBIX 0043aHHOCTCH
VYrposa OCYIIECTBISEICS IyTeM HECAHKIMOHUPOBAHHOH —yCTaHOBKH I[I0 BHYTpPEHHHUM
HapyIIUTENSIM, YTO MOXXET IPHUBECTH K HAPYIIECHHUIO KOH(HICHITUATBHOCTH, LEJIOCTHOCTH U
noctymaoctd Beel MICII/IH nind ee 971€MEHTOB.
B VupexieHHH BBEJCHO DasTpaHWYCHHE IIPaBaMU monp3oBaTeneii Ha ycraHoBKy IO
OCYIIECTBIIAETCS KOHTPOIIB, OTB30BATENM [IPOMHCTPYKTHPOBAHBI O IOTUTHKE yCTAHOBKH I10.
BeposTHOCTh pealn3aliy yrpo3bl —MaIOBEPOATHA.

5.5.2.3 Vrpo3sl He IpeIHAMEPEHHBIX IEHCTBHH M0Jb30BaTeNet 1 HapyIIeHHH 0€30IMacHOCTH
dyraxmmonuposanus VICIT/Ix u C3I1/IH B ee cocTase n3-3a c60eB B IPOrpaMMHOM O0ECTICUEHHUH,

a TaK)Ke OT yrpo3 HEAHTPOIIOTEHHOTO (COOeB anmapaTyphl ¥3-3a HCHaIC)KHOCTH SIIEMEHTOB,

c60eB HIEKTPOIHUTAHNSA) K CTUXUUHOTO (yAapOB MOJHHIA, II0XKapoB, HABOHEHUH U T.IL.)
XapakTepa.
VTpara kimrodei u arpuOyToB JOCTYIIA.
Vrpo3a MOXET OCYIIECTBIATBCS 3a CUYET YEJIOBEYECKOTO daxropa momb3oBateneit MCIIIH,
KOTOpBIE HAPYIIAIOT IIOJ0XKEHHS MapOJIbHON MOIUTUKY B JaCTH MX CO3MAHHA (co3maroT JerKue
WM TIyCTHIE IAPOJIH, He MEHSIOT IIAPOJIH IO HCTEYEHUH CPOKA HX JKU3HM MM KOMIPOMCTAINH 1
T.II.) U XpaHeHWs (3aIECHIBAIOT Napoju Ha OyMaKHbIe HOCHTENH, IEPENAOT KIOYH JO0CTYyIa
TPETHHM JIWI[aM U T.II.) MJIK HE OCBEJIOMIICHBI O HUX.

B VupexneHuy BBeIeHA ITapoJbHAs IOJMTHKA, IIPelyCMaTpUBAlOmas CI0KHOCTD Mapoii U
IEPHOJMYECKYI0 ero CMEHy, BBEIEHa [ONUTHKA «YHMCTOrO  CTONa». [Tonp3oBaTenu
IPOMHCTPYKTHPOBAHBl O I[ApONBHOM MOJMTHKE W O JACHCTBHAX B Cllydae YyTPaThl HIH
KOMIIPOMETAIMH apOJIEH.

BeposTHOCT peaqr3aiy yrpo3sl — SBJIAETCS HU3KOH.
HenpennamepenHas MOgHbUKays (YHHYITOXKEHNE) HHOOPMAIMH COTPYIHUKOM.

VYrpo3a MOXKET OCYIIECTBILTECS 33 CUET UENOBEYECKOro (hakropa MOoIb30BaTeNeH UCII/H,
KOTOpBIE HApyIIAOT IPaBUIIa paboThl ¢ KOHQHAEHINATBHON HHPOPMAIHEH.

Ilepen HauanmoM pabOTHI Ka/IBIH IOJIB30BaTeNh H3ydaeT VHCTPYKUHIO mOTb3oBaTeld. B
VupexeHIH OCYIIECTBIAETCS Pe3epBHOE KoIMpoBaHue oOpadarsBacMbIXII/IH, MOTB30BaTENH
IPOMHCTPYKTHPOBaHH! 0 paboTe ¢ UCIT/IH.

BeposTHOCTE peanu3anuy yrpo3bl — MaJIOBEPOSATHA.
HenpenaMepeHHOe OTKIIFOYESHUE CPEJICTB 3aIUThI

VYTpo3a OCyImecTBIAETCS 3a CUET JASHCTBHS JeI0BEUECKOro GaxTopa [oIb30BaTeNeH NCII/H,
KOTOPHIE HAapyIIAroT MOJOKEHHS IPUHATHIX IpaBui padotsl ¢ ICII/IH 1 cpencTBaMu 3aIUThI AWK
HE OCBEIOMJICHBI O HHX.

B VupexaeHun BBeIeH KOHTPOIb JOCTYIIa B KOHTPOJIMPYEMYIO 30HY, IBEPH 3aKpIBAIOTCS Ha
3aMOK, OCYIIECTBJIAETCS pasrpaHMYeHHe NOCTyNla K HACTPOWKaM PEXHMOB CPEICTB 3alIUTEL
OJIHb30BATENH IPOMHCTPYKTHpoBaHE! 0 padote ¢ MCII/IH,

BeposTHOCTE peanu3aluy yrpo3bl - MAJIOBEPOSTHA.

BBIXOJ M3 CTPOS ammapaTHO-IPOrPaMMHBIX CPEJICTB

YTpo3a 0CyIeCTBISIETCS BCIEACTBAE HECOBEPIIEHCTRA allIapaTHO-IIPOTPAMMHBIX CPE/ICTB, U3~
32 KOTOPBIX MOJKET IPOMCXONHMTH HApyIICHHE IEIOCTHOCTH W JIOCTYIHOCTH 3allUIacMOH
HHGOpMAIINY.

B YupexIeHHH 0CyIIECTBIAETCS Pe3epPBHOE KOMMPOBAHKE HH(OPMAIIAH.




BeposTHOCTE peanu3anuu yrpo3sl — MaJTOBEPOSTHA.
COoif cUCTEMBI 2JIEKTPOCHAOKEHUS
VYrpo3a OCyIECTBIIAETCS BCIEACTBHE HECOBEPIICHCTBA CHCTEMBI JJIEKTPOCHAOKEHHS, H3-3a
9€T0 MOXKET IPOUCXOUTE HAPYIICHHUE ENOCTHOCTH M JOCTYIIHOCTH 3aIlUINaeMOoi HH()OPMAIUH.
B Vwupexnennu ko BceM Kmo4deBbM sieMeHTaM MCIIJ[H HOAKTIOYEHB HCTOYHHKH
Oecrepe6oHHOro MUTaHUS U OCYIIECTBIICTCS PE3EPBHOE KOMPOBAHHE HH(POPMAITHH.
BeposTHOCTE peanu3anuu yrpo3sl — MATOBEPOSTHA.
Cruxuiinoe 6ecTBHE
YTrpo3a 0CyIecTBIAETCS BCIEACTBIE HECOOIIONCHUS MED TI0KAapHOH G€3011acHOCTH.
B Yupexnenun ycraHOBIIEHA HOKapHas CHTHAIM3AIIHS, [10JIb30BATENH IPOMHCTPYKTHPOBAHEI O
JEeWCTBUAX B CIIy4ae BO3SHUKHOBEHUS BHEINTATHBIX CUTYAIIWH.
BeposTHOCTE peanu3aiuu yrpo3bl — MaJI0BEPOSTHA.
5.5.2.4 Vrpo3sl npeTHaMEPEHHBIX NeHCTBUI BHYTPSHHHX HApPYIIUTEIEH
Hoctyn k mHpOopManyy, MOAUQHUKAIMS, YHHYTOXXCHHE JIUII, He JONYLIEHHBIX K €€ 06paboTke
VYrposa ocymectsigercs myreM HCJl BHEIMHUX HapyIHTeNel B IOMEIEHHS, I/I€ PACIION0KEHBI
snemenTsl MCIIJIH 1 cpencTBa 3aImuThL, a TaK)Ke MIPOUCXOIUT paboTa IOIL30BaTeIeH.
B Vupexnenun BBeleH KOHTPOIb OCTyIIa B KOHTPOIHUPYEMYIO 30HY, IBEPH 3aKpHIBAIOTCS Ha
3aMOK.
BeposTHOCTD peanu3auy yrpo3sl — MaIOBEPOSITHA.
Pasryamenne uadopmaruy, MogubUKaIys, YHHYTOXKEHHE COTPYIHUKAMH, JOINYIIEHHBIMH K €€
o0OpaboTke
VYTpo3a OCyINECTBIIAETCS 3a CUeT AeHCTBHS deloBedecKoro dakropa mons3osateneii MCIIIH,
KOTOpPBbIC HapyINarOT IIOJIOKEHHS O HepasrilalleHuH oOpabareiBaeMoi HHOOpPMAIHHM KM HE
OCBEIOMJICHEI O HUX.
B Yupexnenun 1oap30BaTell 0CBEJOMICHBI O MOPSAKE pabOThI C IEPCOHANBHBIME JAHHBIMH,
a Taxoke noanucany Cornamenne 0 HepasTrialleHuH.
BepoaTHOCTE peanu3anuu yrpo3bl — SIBISIETCS HU3KOM.
5.5.2.5 YTpo3bl HECAaHKITMOHUPOBAHHOTO JOCTYIIA [T0 KAHAIAM CBS3H
B coorserctBum ¢ «TumoBoii MoOIempi0 yrpo3 O€30MACHOCTH IEPCOHANBHBIX JAHHBIX,
obpabareiBaeMbIx B pacrpeneneHHbIx VCII/IH, HMEOmuX IMOAKIOYEHHE K CETSIM OOIIero
IOJIb30BaHKs M (HIIM) MEXIyHapOAHOTo MH(GOpManuoHHOTo obmMeHay (1. 6.6.5a30B0i Mozmenn
YIpo3 6€30MacHOCTH NEPCOHANBHBIX aHHBIX IPH HX 00paboTKe B MHPOPMAIMOHHEIX CHCTEMAX
NEPCOHANIBHBIX TaHHBIX, yTBEPKIAEHHOH 3amecTuTeneM aupekropa ®CTIK Poccun 15 deppans
2008 r.), mma MCIIJIH MOXHO pacCMaTpHBaTh CIEAYIOIIHE YIPO3Bl, DPEAIU3yeMBIE C
HCIIOJIB30BAHUEM IIPOTOKOJIOB MEKCETEBOTO B3aUMO ICHACTBHS:
- yrpo3a «AHau3 ceTeBoro Tpadukay ¢ nepexsaroM repenaBaeMoit u3 UCIIJH u IpuHAMAaEMOit
U3 BHEIIHUX ceTel mHpOopMaIIHH;
- Yrpo3bl CKaHMPOBAaHMs, HANpAaBICHHBIE HA BBIIBICHWE THIA WM THIIOB HCIOJL3yEMBIX
OIEPAIlMOHHBIX CHCTEM, CETEBBIX anpecoB paboumx crammuit WCII/IH, Tomoyioruu cerwy,
OTKPBITBIX IIOPTOB U CIIy>K0, OTKPHITHIX COETUHEHUH | JIP.;
- YTPO35I BBISBIICHUS APOJICH 0 CETH;
- YTPO3bI HaBSI3bIBAHHUE JIOKHOTO MapIpyTa CETH;
- YTPO3BI IOAMEHEI IOBEPEHHOTO 00BEKTa B CETH;
- YIpO3bI BHEAPEHUS JIO)KHOT0 06bekTa kak B ICIIJ[H, Tak ¥ BO BHEIIHHUX CETSX,
- yrpo3bl Tumna «OTka3 B 00CITy)KUBaHHUH »;
- YTPO3Bl YAAJIEHHOTO 3aIlyCKa IMPUI0KEHHUT;
- YIPO3bI BHEIPEHHS 110 CETH BPEJOHOCHBIX IIPOTPaMM.
¥Yrpo3a «AHaIHM3 ceTeBOro TpaduKay
OTa yrposa peanm3yeTcss C IIOMOIIBIO CIEIHAIbHON MPOrpaMMbI-aHAIM3aTopa MaKeTOB
(sniffer), mepexBaThIBarOIEel Bce MAKETHI, IEPEAaBAEMBbIE 110 CETMEHTY CETH, M BBIICILIONIEH
Cpelli HUX T€, B KOTOPBIX IEPENAOTCS HISHTH(MHUKATOP MOTB30BATENl M €ro IIapoib. B xome
pean3aIiy yrpo3bl HapyIIUTeNh:
- u3y4aer Joruky paboTsl UCII/IH - TO €CTh CTPEMHUTCS IIONYyYHTH OJHO3HAYHOE COOTBETCTBHE
COOBITHH, IIPOMCXONAIUX B CHCTEME, H KOMaH]I, IEPECHUIAEMBIX TP 3TOM XOCTAMH, B MOMEHT
TIOSIBJICHHS. JAHHBIX COOBITHH. B nanmbHeHImeM 5TO MO3BONIAET 3JI0YMBIILICHHHKY HAa OCHOBE




3a7aHMS COOTBETCTBYIOIIMX KOMAaHJ IIOTyYWTb, HAIpPUMEp, NPUBHICTHPOBAHHBIC IIpaBa Ha
JeHCTBHUS B CHCTEME MM PACIIMPHTE CBOH TIOJTHOMOYIS B HEH;

- IlepexBaThiBaeT IIOTOK IIE€PENABACMBIX aHHBIX, KOTOPBHIMH 0OMEHHMBAIOTCS KOMIIOHEHTHI
CeTeBOHl  ONEpAIiOHHOM  CHCTEMBI,  JUI1  M3BJICHCHHA KOHQUACHIIMANBHOM  HIIH
HIeHTHOHKAMOHHOM HHpOpMamyuy (HampuMep, CTaTHICCKUX mapoJieid IOJb30BaTENeH ULl
JOCTyIla K yAICHHBIM XOCTaM IO IIPOTOKOJIAM FTP u TELNET, He mpeaycMaTpHUBarOIIKX
mudpoBanue), e IOAMEHbI, MOMUPHUKAIMH X T.IL.

[lepexBaT 3a IepeeaaMy KOHTPOIUPYEMOM 30HBL.

Eciu B Vapexnenun obpadarsmaemble [1/[H He I€PECHUTAIOTCS IO CETAM 00I1ero I0JIb30BaAHMUS
7 MEXTyHapOIHOTO 0OMEHa, TO BEPOSATHOCTD Peau3aluy yrpo3sl — ABIACTCA MaJIOBEPOSATHOM.

Bo Bcex JPYTHX CIydyasx TOJDKHA OBITh OlEHeHa BEPOATHOCTD peali3alik yIpO3bL.
O60OIIEHHbIH CIIUCOK BEPOSTHOCTU PeaM3alliy yrpo3 Iy pasHbIX TUIIOB UCII/Is npencraBieH
B TabmuIe 6.

Tabmwma 6
Tun UCIIr BeposTHOCTE peanu3anun Koadd. BeposTHOCTH
yTPO3bI pean3aluy yTPO3hl
HapyIIATEIEM
Astonomuas VIC | tuma MaJIOBEPOSITHAS 0
Asronomuas YC II Tuma HH3Kas 2
Asrtonomuas VC III tuna MaJIOBEPOSITHAS 0
Astonomuas YIC IV tuma HU3Kas 2
Astonomuasg C V tuna MaJIOBEpOSITHAS 0
Astonomuas UIC VI tuma HU3Kast 2
JINC I tuna HU3Kas 2
JINC Il Tuna HU3Kas 2
Pacipenenernas MIC | Tuma | MaJioBeposTHAs 0
Pacmpenenennas MC Il Tuna | HA3Kas 2

B mameM ciydae, npeamnomnaraercs Jloxamsaas VC II Tuma.

BCPOHTHOCTB peam3anyu yIrpo3sl — ABJLICTCA HHU3KOU.

IlepexBar B IIpeaenax KOHTDOJII/IDVGMOﬁ 30HEI BHEIITHUMHU HAPYIOUTETIIMU

B VupexeHHH BBEIEH KOHTPOJB JOCTYIIA B KOHTPOJIUPYEMYIO 30HY, IBEPH 3aKPBIBAOTCA HA
3aMOK.
BeposTHOCTE peanu3alnuy yrpo3bl — MaJlOBEPOSATHA.
[epexBaT B IpeiellaX KOHTPOJIUPYEMOW 30HEI BHYTPEHHUMH HAPYIMUTEISIMH.
B VupexieHuH BBEIEH KOHTPOJIb IOCTYIIa B KOHTPOJIUPYEMYIO 30HY, IBEPH 3aKPLIBAIOTCS Ha
3aMOK. BeposSTHOCTh peanu3aliuy yIpo3bl — MAIOBEPOSTHA.

Vrpo3a «CkaHHpPOBaHHUE CETUY B JIOKAJIbHOX CETH.

CyIIHOCTH IIpOIlecCa peaM3allii yIpo3bl 3aKIIOYAETCs B Iepelade 3alpoCOB CETEBBIM
cayx6am xoctoB MCIIJIlH ¥ aHaimm3e OTBETOB OT HuX. L[enb - BBIIBICHHE MCIONBb3YEMBIX
IIPOTOKOJIOB, JOCTYIHBIX MOPTOB CETEBBIX CIIyXO, 3aKOHOB (HOPMUPOBAHUS UICHTH(PHKATOPOB
COCIMHEHHH, OIpe/IeNIeHre aKTUBHBIX CETEBBIX CEPBHCOB, II0A00D HACHTU(DHUKATOPOB U IaposieH
HoJIb30BaTeNeli. Peary3aiys JaHHON YIPO3BI B JIOKATBHOM ceTH HaubOoJIee BEPOATHA CO CTOPOHbI
BHyTpeHHero Hapymmrens. Eciu B Vupexnenun obpabarsiBaembie [[J[H He MEPECHITAIOTCA MO
ceTsiM 0OITero MOIB30BAHMS M MEXIYHAPOIHOTO 0OMEHa, TO BEPOSITHOCTD pealli3allii yITPO3Bl —
SIBJISICTCS. MAJIOBEPOSTHOM.

Bo Bcex Apyrux ciydasx JODKHA ObITh OLlEHEHA BEPOSITHOCTD PEAT3aIUK YTPO3BI.



O60OMEHHBIH CIIMCOK BEPOATHOCTH Peann3aliy yrpo3 st pasusix tanos UCIIJIH npencrapieH

B Tabmmuiie 7.
Tabmuma 7
Tun UCIIIn BeposiTHOCTS peanu3anum Koadd. BepostaOCTH
YTPO35I pea3aIyy yrpo3bl
HapyIIUTEIeM
Astonomuas MC I tuna MaJIOBEPOsITHAS 0
Astonomuas MC Il Tuma MaJIOBEPOSITHAS 0
Asronomuas VC 11l tuna MaJIOBEpOsITHAS 0
Asrtonomuas UC IV tuna MaJIOBEPOSITHAS 0
Astonomuas UC V tuna MaJIOBEPOSITHAS 0
Astonomuas IC VI tuma MaJIOBEPOSITHAS 0
JIUC I tuna MaJIOBEepOsITHAS 0
JINC I tuma MaJIOBEPOSITHAS 0
Pacnpenenennasg UC I tuna | MajgoBeposiTHAS 0
Pacnipenenennas MC Il tuma | Huskas 2

CeteBoe obopynoBanue, npumensemoe B UCIIJ/IH, pa3mernaercss B CIIyK€OHBIX IIOMEIIEHUAX B
IIpeJieNiax KOHTPOIUPYEMOH 30HEL JIOCTYI B cepBepHBIC TOMEIICHUS U TIOMEINEHHUS Y3II0B CBI3U
paspelleH TOIbKO OrpaHUYEHHOMY Kpyry juil. B samewm ciiygae umeem: Jlokanpaas VIC 11 Tuma.
BeposiTHOCTE peanu3aiui yrpo3bl — MAJIOBEPOSTHA.

Yrpo3a BLIIBIEHUS [IAPOJIEH.

Llens peanmsanuu yrpo3sl cocTouT B moiaydennd HCJ[ myteM mpeojosieHus mMapobHOM
3aIUTHL. 3I0YMBIIUIEHHHK MOXET PEaIi30BBIBATH YIPO3y C IOMOIIBIO LIEJIOr0 Psda METOIOB,
TaKMX Kak IIPOCTOH mepebop, mepebop ¢ UCIIONB30BaHUEM CHEHHATBHBIX CIOBapei, yCTaHOBKA
BPEIOHOCHOM IIPOrpaMMBI I IlepexBaTa Iapojsd, IIOJMEHa JO0BepeHHOro oObekra cetu (IP-
spoofing) u mepexsat maketoB (sniffing). B ocHOBHOM /i peam3ann yrpo3bl HCIOIb3YIOTCS
CIENMAJbHBIE  IIPOrPaMMBI, KOTOPBIE IBITAIOTCS HONYYHTh JOCTYH  XOCTYy IIyTEM
IIOCJIEN0BATENBHOrO Io00pa mapoeii. B ciryuae ycmexa, 37I0yMBIIUIEHHUK MOXKET CO31aTh UL
cebs «mpoxon» A OymyImero IOCTyma, KOTOpPBIA OymeT AeHCTBOBATh, JAXKe €CIM Ha XOCTe
HU3MEHUTH I1apoJb JJOCTYIIA.

Ecnmu B VYuypexnenuu oOpabatemBaemble [IJ[H He mepechUIaloTCsS IO CETSIM  OOIIEro
MIOJIb30BAaHUA ¥ MEXIYHApOJHOIO OOMEHa, TO BEPOSTHOCTh pEeaTM3alldi YIPO3El — SBILIETCS
MaJIOBEPOATHOW.BO BeexX Ipyrwx cilydasx HOJDKHA OBITH OICHEHA BEPOSTHOCTH peaM3aliy
YTPO3EL.

O600MmEeHHEI CIMCOK BEPOSTHOCTH pealli3alliii yrpo3 ws pasusx tunos UCII/IH npencTapieH
B Tabmure 8.

Tabmmma 8
Twun UCIITa BepositHOCTE peanuzanmu Koadd. BepostHoCTH
YTPO3BI pean3aiyy yrpo3bl
HapylIuTeIeM

Astonomuas VC I tuma MaJIOBEPOSITHAS 0
Astoromuas YC II Tuma MaJIOBEpPOSITHAS 0
Astonomnas UC III tuma MaJIOBEPOSITHAS 0
Asronomuas MC 1V tuna HU3Kas 2
AstoHomHas VIC V tumna MaJIOBEPOSITHAS 0
Asronomuas C VI tuma HU3Kas 2
JINC I tuma MaJIOBEPOSITHAS 0
JIMC II Tumna HU3Kas 2
Pacnpenenennas VC I tuna MaJIOBEPOsITHAS 0
Pacnpenenennast UC Il Tuma | cpennss 5




CeteBoe obopynosanue, npumersemoe B UCII/IH, pasmemaetes B CITyKEOHBIX IIOMEIIEHUSX
B IIpe/ieIaX KOHTPOIUPYeMO#i 30HBL JIOCTYII B CEPBEPHBIC IOMCIICHHUA 1 TOMCIICHIA y3JI0B CBSI3H
paspeieH TOIBKO OrpaHMYEHHOMY KpyTy JIHIL B mameMm ciydae JlokampHas WIC II Tuma.
BeposTHOCTh pean3allii YTpO3bl — HU3Kasd BEPOATHOCTE.

V1po35l HaBSI3bIBAHUE JIOXKHOTO MapimpyTa CCTH

JlanHas yrposa peaau3yeTcsi OIHUM H3 IBYX crioco0OoB: IIyTeM BHYTPHCEIMEHTHOIO WM
MEKCErMEHTHOr0 HABS3BIBaHUA. BO3MOXKHOCTH HaBA3BIBAHKUA JIOXKHOT'O MapHipyTa oOycrmoBieHa
HEJIOCTATKAMH, [PHUCYIIMMH AITOPHTMAM MapIipyTH3auud (B 9YacTHOCTH H3-32 poOIIeMBI
AeHTHUKAIINE CETEBBIX YIPABIIOMMX YCTPOKCTB), B PE3yIbTaTe €ero MOMKHO IOMACTD,
HaITpEMep, Ha XOCT HIIH B CETh 3JIOYMBIIUICHHHKA, ITIC MOXHO BOWTH B OIEPAITOHHYIO CPEAY
Texuadyeckoro cpenactsa B cocraBe VMCIIJIa. Peammsamuu yrpo3bl OCHOBLIBACTCA Ha
HECAHKITMOHMPOBAHHOM HCIIONB30BAHAHM IIPOTOKOJIOB MapIIpyTH3alluH (RIP, OSPF, LSP) u
ynpasnenus cetsio (ICMP, SNMP) mist BHECEHHA H3MEHEHHH B MapIIpyTHO-aIPECHBIE TaOIAIIBL.
IIpy 5TOM HApYIIATEIO HEOOXOMMMO MOCIATh OT MMEHH CETEBOrO YIPaBIIAIOIIETO yCTpOHCTBa
(HaIIpHMep, MApIIPYTH3aTOPa) yIPABJIsIONIee COOOMMEHHE.

Eciu B VYupexnenuw obpabareiBaemble [IJ[H HE IEpECHUIAIOTCS IO  CETAM o0rmero
[OJB30BAHMS U MEKIYHAPOIHOTO OOMEHa, TO BEPOSTHOCTH pealHM3allid YTPO3bl — ABIIACTCA
MAJIOBEDOSTHON. Bo Bcex IPyrHX Ciiydasx JOJDKHA OBITh OLEHEHA BEPOATHOCTH peald3allii

yTPO3BL
OBGOBIIEHHBIH CIIECOK BEPOATHOCTH peau3aly yrpo3 s passbix Tunos UCIIJIH mpencTapieH
B Tabmme 9. Tabmura 9

Tun UCIL/Ia BeposiTHOCTE peanu3anui Koad¢. BeposTHOCTH

yTPO3bI peanu3ayu yIpo3bl
HapyITATEIEM

Astonomuas VIC I tuna MaJIOBEpOSITHASL 0

Astonomuas VC II tuma MaJIOBEpOsATHAS 0

Asronomuas VC III tuma MaJIOBEPOSITHAS 0

Asronomuas VC IV tuma MaJIoBepOsITHAS 0

Astonomuas C V tuna MaJIOBEpPOSITHAS 0

Astonomuas VUIC VI tuna MaJIOBEpOSITHAS 0

JINC 1 Tuna MaJIOBEpOSITHAS 0

JINC 11 Tuna MaJIOBEPOSITHAS 0

Pacnpenenerras MC [ tuma | MayioBeposTHas 0

Pacnpenenennas VIC I Tuna | Hu3Kas 2

B mamewm ciy4ae Jlokansaas VIC II Tuma. BeposTHOCTS peali3aluy yrpo3bl — MaTOBEPOATHA.

VYrpo3sl IOIMEHEI JIOBEPEHHOTO 00BEKTa

Taxast yrpo3a 3G(GEeKTHBHO Peau3yeTcs B CHCTEMaX, B KOTOPBIX IPUMCHSIOTCS HECTOHKHE
AJICOPUTMBI HICHTH(GUKAIIAY U &y TeHTU(UKAIME XOCTOB, NI0JIb30BaTeNe 1 T.1. 1101 IoBepeHHbIM
0GBEKTOM IOHHMAETCS 00BEKT CeTH (KOMITBIOTEDP, MEKCETEBO 5KpaH, MapIIpyTU3aTop | T.IL.),
JIETalIbHO MMOJKIIFOUEHHBIN K CEPBEPY.

MoryT GbITh BELIETEHBI JBE Pa3sHOBHIHOCTH IPOIECCA pEalM3alliyl yKa3saHHOH Yrpo3bl: C
YCTaHOBIICHHEM U 0€3 YCTaHOBJIEHHS BUPTYaIbHOTO COCIMHEHHUS.

IIporecc peamm3aliy ¢ YCTAHOBICHHEM BHPTYalbHOTO COSIMHEHHsA COCTOUT B MIPHCBOCHHH
IIpaB JIOBEPEHHOTO CyObEKTa B3aUMOIEHCTBHSA, YTO II03BOJIAET HAPYINHUTEIIIO BECTH CeaHC paboThl
¢ 0OBEKTOM CETH OT HMEHH JIOBEPEHHOTo CyOneKTa. Peansanus yrpo3sl JTaHHOTO THIIA TpeOyeT
IIPEOJIONEHHS CHCTEMBI MACHTH(UKAIIH B 2y TEHTHQHUKAIMH COOOIICHHH (mammpumep, ataxa rsh-
ciryx0b1 UNIX-xocTa).

[Ipomecc peanrusanuy yrpo3sl 6e3 yCTAaHOBJIEHHS BHPTYalIbHOTO COCIAUHEHHUS MOXET HMETh
MECTO B CETSIX, OCYIIECTBIMIONHUX HICHTH(QHKALHMIO MEPeaBaeMbIX COOOIICHHH TOJNBKO IIO
CeTeBOMy ajpecy OTmpaBuTens. CyIHOCTD 3aKIF0YAeTCs B Iepe/iade CiyKeGHBIX COOOImEHHH 0T
MMEHH CeTeBbIX VIPABISIONIMX YCTPONCTB (HAIpUMep, OT MMEHH MapIIpyTH3aTopoB) 00
M3MEHEHHH MapIpyTHO-aIPECHBIX JaHHBIX.




B pesynpraTte peammzanuu yrpo3sl HapyIOIHTENb MOJTy4aeT IpaBa AOCTYNa K TEXHHYECKOMY

cpencty UCIIJIH - iemu yrpos.
Eciu B Yupexnenun oopabarsiBaemble [1/IH He mepechlIarOTCs IO CETSIM 00IIEro MOIb30BaHKs

U MEXIYHapOJHOTO 0OMEHa, TO BEPOSTHOCTh PEAIU3alliH YTPO3bI — SBILIETCS MAIOBEPOSITHOM.
Bo Bcex npyrux ciaydasx Io/bkHA OBITH OIIEHEHA BEPOSITHOCTD Peai3allii YTPO3BL.

O000ImeHHbIH CIIMCOK BEPOSITHOCTH PEeaTU3alliH YTPo3 s pasHbIX TuroB MCIIIu

npencTapiieH B Tabmume 10.

Tabmuna 10
Tun UCI1In BeposTHOCTE peatH3aium Koad¢. BepostrOCTH
YTPO3BI peanu3aiyy yrpo3bl
HapyIIUTeIeM
Asronomuas MC | tuna MaJIOBEepOsITHAS 0
Agsronomuas UC II tuma MaJIOBEPOSITHAS 0
Asrtonomuas VC Il tuna MaJIOBEpOSITHAS 0
Agsrtonomuas MIC IV tuna MaJIOBEPOSITHAS 0
Astonomuas VIC V tuna MaJIOBEpPOSITHAS 0
Aptonomuas VIC VI tuma MaJIOBEPOSITHAS 0
JINC I Tuna MaJIOBEPOSITHAS 0
JIMC II Tuna MaJIOBEPOSITHAS 0
Pacnipenenennas UC I tuna | ManoBeposTHAS 0
Pacnpenenennas C Il Tuna | Huskas 2

B namewm ciryqae Jlokampras VC I Tuna. BeposTHOCTS peann3aiiu yrpo3bl — MaJIOBEPOSTHA.

Buenpenue JI0XXHOTO0 00bEKTa CETH

OTa yrpo3a OCHOBaHa Ha MCIOJB30BAaHUM HEAOCTATKOB AJITOPUTMOB yIAJIEHHOTO ITOMCKa. B
cllydae eci OOBEKTBl CETH H3HA4YaJIbHO HE HMEIOT aJpecHOi HH(GOpMAaluu Ipyr O APYTE,
HCIIOJB3YIOTCS pas3IMYHbIE IIPOTOKONBl YAAIEHHOrO IOMcKa (Hampumep, SAP B cersx
NovellNetWare; ARP, DNS, WINS B cersix co crexom mpoTtokosioB TCP/IP), saximogaromuecs B
Iepenade I0 CETH CIEHUAIbHBIX 3alpOCOB W IIONyYEHHH HAa HHUX OTBETOB C HCKOMOIL
uHopmareit. [Ipu 3TOM CyImecTByeT BO3MOXKHOCTH IE€peXBaTa HApYIIHMTEIEM IIOMCKOBOTO
3aIpoca ¥ BBIIA4YM Ha HETO JIOXKHOTO OTBETA, UCIIOIH30BaHUE KOTOPOTO IPHBEIET K TpeOyeMoMy
HU3MEHEHUIO MapIIpyTHO-a[IpECHBIX JaHHBIX. B naimpHeEHIIeM BeCch MOTOK HH(M)OpMAILUH,
aCCOLIMMPOBAHHBIN C 00BEKTOM-KEPTBOU, OYIET MPOXOIUTE Yepe3 JIOKHEIH 00BEKT CETH.

Ecmm B Vupexpnenuu obpabateiBacmble II/[H He IepechUIAlOTCS II0 CETSIM  OOIIEro
IOJIb30BaHMUS M MEXIYHapOJHOIO0 OOMEHa, TO BEPOATHOCTH peaTU3alliHl YIPO3Bl — SBIISETCS
MaJIOBEpOsATHOH.Bo Bcex Apyrux ciydasx HODKHA OBITh OIICHEHA BEPOATHOCTH DEaM3allid
YTPO3EL.

OO6001meHHbIH CIIUCOK BEPOSTHOCTH peaji3alyu yrpo3 st pa3Hbix TinoB MCIT/Ix npeacrasien
B Tabnue 11.

Tabnumna 11
Tun UCIIIa BeposTtHOCT peanmzanum Koadd. BepostHOCTH
yTPO3BI peanu3aiyu yrpo3bl
HapyIIUTEIEM
AstonomHuas MC | tuma MaJIOBEPOSITHAS 0
Astonomuas UC Il tunma MaJIOBEPOSITHAS 0
Astonomuas VC Il tuna MaJIOBEPOSITHAS 0
Asronomuast IC IV tuma MaJIOBEPOSITHAS 0
Atonomuas UC V tuna MaJIOBEPOSITHAS 0
Astonomuas UC VI tuna MaJIOBEPOSITHAS 0
JINC I Tuna MaJIOBEpOSTHAS 0
JINC 11 Tuma MaJIOBEPOSITHAS 0
Pacnpenenennas UIC I Tuna | manoBeposTHas 0




Wacnpeneneﬂﬁaﬁ NC II Tumna ! HU3Kas | 2 J
B namewm ciygae Jlokanpaas VIC II Tuma. BeposTHOCTE peanu3aluy yTpo3bl — MallOBEPOATHA.

Yrpo35sl TALA «OT1Ka3 B 00CITy)KHUBaHUKY.

OTH yrpo3sl OCHOBaHBI HA HENOCTATKax CETEBOr0 IIPOrPaMMHOrO obecrieueHus, €ro
YS3BHMOCTSIX, TO3BOJIIIOIIMX HAPYIIUTENO CO3/{aBaTh YCIOBUA, KOTJa ONCpAlHOHHAsA CHCTEMA
OKa3BIBAeTCs HE B COCTOSHUM 00pabaThIBaTh MOCTYIAIOIINE IIaKEThI.

MoryT GBITh BBIIEIEHBI HECKOIBKO Pa3HOBHIHOCTEH TaKKX yTpo3:

- CKPHITBIM OTKa3 B OOCITyXMBAHHM, BbI3BAHHBIA IPUBICUCHUEM YaCTH PECYypCoOB UCIIIx Ha
06paboTKy IaKeToB, IIePeJaBacMbIX 3JIOYMBIIUICHHHKOM CO  CHIDKCHHCM IIPOITYCKHOM
CIOCOBGHOCTH KAHAJOB CBS3M, IIPOM3BOJUTEIHHOCTA CETEBBIX YCTPOWCTB, HapyIICHHEM
TpebGoBaHuUi K BpeMeHH 00paboTKH 3ampocoB. [IpuMepamMu peanu3aliy yrpos moio0HOTO poja
MOTYT CIIyXHUTh: HAIIPaBIC€HHBIA IITOPM 95X0-3aI[POCOB IIO IPOTOKOIY ICMP (Pingflooding),
ImTOpM 3ampocoB Ha ycranoBneHue TCP-coennueHUN (SYN-flooding), mropm 3ampocos K FTP-
CCpBEPY;

- BHBIN OTKa3 B OOCITY)XKMBAHHUH, BEI3BaHHBIM ncdeprnanueM pecypcos VICIIH mpu obpaboTke
[IaKETOB, INepeaBaeMbIX 3JI0YMBIIUICHHUKOM (3aHATHE BCEH MOJIOCHI NPOIYCKAHWs KaHAIOB
CBSI3H, TIEpPENONHEHHE OYepe/iell 3aIPOCOB Ha 00CITy)KUBAHUE), IPH KOTOPOM JIETATBHBIC 3aIIPOCHL
He MOTYT OBITh IIEpENaHEl Yepe3 CeTh M3-3a HEJOCTYIHOCTH CPEIbl lepeiaty, OO MOMydaroT
OTKa3 B OOCIy)KMBaHWM BBHIY IICPEIOJHEHHs OYEpeled 3alpocoB, JMCKOBOTO IIPOCTPAHCTBA
MaMATH ® T.J. IIpaMepamu yrpo3 JaHHOTO THIIA MOTYT CIIY)KHUTH IITOPM IIHPOKOBEIMATEIBHBIX
ICMP-3x0-3ampocoB (Smurf), manpasnenssii mropm (SYN-flooding), mrTopM Co00IIeHnI
II0YTOBOMY cepBepy (Spam); ’

- SBHBI OTKa3 B OOCIY)XMBAHWH, BBI3BAHHBIM HApyIIEHHEM JIOTHYCCKOM CBA3HOCTH MEXIY
texamgeckuM cpeactBamu MCIIJH npr mepesiade HapyIIHTENIEM YIPABIIOIHX COOOMEHUH OT
UMEHH

CETEBBIX YCTPOMCTB, IIPUBOAIIMX K M3MEHEHHIO MapIIPyTHO-a[[PECHBIX JAHHBIX (HAIpUMeD,
ICMP RedirectHost, DNS-flooding) mim w#HIeHTH)UKAIHOHHON M ayTEHTH(QUKAIKOHHOH
uHPOpMalHH;

- SBHBIM OTKa3 B OOCIY)XHBAHHW, BBI3BAHHBIA IIE€peladel 3JI0YMBIITICHHUKOM IIAKETOB C
HEeCTAHIApPTHEIME aTprOyTamu (yrpossl tuma «Landy, «TearDrop», «Bonk», «Nukey, «UDP-
bomb») MM IMEFOIIHUX JUTMHY, TTPEBBIIIAOIIYI0 MAKCHMABHO JIOMyCTUMBIH pasMep (yrposa Tuia
«PingDeathy), 9To MOMKET MPUBECTH K OO0 CETEBBIX YCTPOKCTB, Y4aCTBYIOIIMX B 00paboTke
3aIIpOCOB, IIPY YCIOBHUH HAIMYXS OMKOOK B IIPOrpamMMax, pealn3yloIUX IPOTOKOIEI CETEBOTO
oOMeHa.

Pe3yIIbTaToM peanu3allii JaHHOM yrpo3bl MOXKET CTaTh HapylleHHe paboTOCIOCOOHOCTH
COOTBETCTBYIOMIEH ciry)ObI IperocTaBierus ynanersoro gocryna K [1/Ta 8 UCII/{H, nepenadya ¢
OIHOTO aJpeca TAaKOTO KOJNMYECTBA 3alPOCOB HA MOAKIIOYCHHEC K TEXHHYECKOMY CPEJICTBY B
coctaBe MCIIJIH, KOTOPOE MaKCUMAIBHO MOXET «BMECTHTH)» TpadHK (HANpaBICHHbBIA «IITOPM
3aIPOCOBY), YTO BIIEYET 3a cO0Oi IEPEoIHEHAE 0UYePEH 3aPOCOB U OTKAa3 OJHOM U3 CEeTEBhIX
coyx0 mmu monuas ocraHoBka VICIIJIH u3-3a HEBO3MOXXHOCTH CHCTEMbI 3aHMMAThCS HHYEM
JIPYTHAM, KpoMe 00pabOoTKH 3aIIpOCOB.

Ecmu B VYupexnenun obpabareiBaemble [IJ[H He NEPECHUIAIOTCA IO CETAM  OOIIEro
HOJIB30BAHMS M MEXIYHApOIHOrO OOMEHa, TO BEPOATHOCTh PEaIM3allih YTPO3Bl — SBIICTCH
MaJIOBEPOSITHOM.

Bo Bcex Apyrux Cirydasx JOJDKHA OBITH OLlEHEHA BEPOSTHOCTh Peali3alii yTPO3Bl.
O600IIEeHH B CIMCOK BEPOATHOCTH pean3ali yrpo3 mirsi pasHex Tunos MCIT/Iu npencrasien
B Tabnune 12.

Tabmuma 12
Tun UCII 1= BepositHOCTE peanu3anuu Koadd. BeposiTHOCTH
yTPO3EI pea3alyu yrpo3sl
HapyIIUTEIEM
Asronomuas VIC I tuna MaJIoBepOsTHAS 0
Astonomsuas VIC II Tuna MaJIOBEpOSITHASL 0
Astonomuas VIC III tuna MaJIOBEPOSITHAS 0




Astoromuas VIC IV tuna MaJIOBEPOSITHAS 0
Asronomuas IC V tuna MaJIOBEPOSITHAS 0
AstonomHas YIC VI tuna MaJIOBEPOSITHAS 0
JIUC I tuna MaJIOBEPOSITHAS 0
JIUC 1l tuna HU3Kas 2
Pacnpenenennas MIC I Tuma | Huskas 2
Pacnpenenennas VC Il Tuma | Hu3kas 2

B namewm ciyqae Jloxansnas MC II Tuna. BeposTHOCTS pean3auy yrpo3bl — HU3Kas
BEPOSITHOCTE.

yFDO3BI YIAJIEHHOI'O 3aI1yCKa IPUI0KECHUN

Vrpoza 3aKmodaeTcs B CTpeMIICHHH 3amyctuTh Ha xocte WCIIJ(E  pasmuuHble
IIPeIBAPUTENEHO BHEAPCHHBIE BPEJOHOCHBIE IIPOTPAMMBI: IIPOTPAMMBI-3aKIaKH, BHPYCEL
«CeTeBble IIIMOHBI», OCHOBHAA IEeIb KOTOPHIX - HapylleHHe KOH(HICHIMAIFHOCTH,
IETIOCTHOCTH, JIOCTYIHOCTH MH(QOpPMAIMH U IIOJHBIM KOHTPOJb 3a paboToi xocta. Kpome Toro,
BO3MOXXEH HECAHKIHOHMPOBAHHBIA 3allyCK IIPHKIAAHBIX IPOrpaMM IIOJNb30BaTeled Ul
HECaHKI[MOHUPOBAHHOTO MOJIy4EHHs HEOOXOJUMBIX HapyIIWTENI0 [MaHHBIX, IS 3aIycKa
YIPaBJIIEMbIX IPHKJIaJHOM IIPOrPaMMOM IIPOIIECCOB U .

Be1nenstoT Tpu noAKIacca JaHHBIX YTPO3:

- pacmpocTpaneHue (ainoB, coIepKaluX HECAHKITHOHUPOBAHHEINA HCIONHIEMBI KO

- YAaTeHHBI! 3aIlyCK OPUIIOKEHH IIyTeM IIepeloIHeHus Oybepa mpuitoKeHui-CEpBEPOB;

- YHOAICHHBIA 3aMyCK IPHIOXKEHHS IIyTEM HCIIONIB30BAHUS BO3MOXKHOCTEH YIAIEHHOIO
YOPaBICHUsT CHCTEMOW, MPEJOCTABIAEMBIX CKPBITHIMH IIPOTPAMMHBIMA H  allllapaTHBIMU
3aKJIaIKaMH, JTU0O0 UCIOIB3yEMBIMH IITATHEIME CPEACTBAMH.

TumoBele yrpo3sl IEpBOro U3 YKa3aHHBIX MOMAKIACCOB OCHOBBIBAIOTCH HAa aKTHBU3AIUH
PacIpoCTpaHseMbIX (GaiiioB Ipu caydaiiHOM oOpameHuM K HuM. IIpuMmepamu Takux (aitnos
MOTYT CIy)XHTb: (Daiibl, COAEpKAIlHe HCIIOIHAEMBIM KO B BHI JIOKYMEHTBI, COZEpKAIIUe
HCIIONHACMBIA KOJ B BHJe 2JeMeHTOB ActiveX, Java-anmieToB, HHTEPIPETHPYEMBIX CKPHUIITOB
(mampumep, TeKCTHI Ha JavaScript); daiinsl, comepikaliue UCIOIHIEMBIE KOABI IporpamMm. s
pacnpocTpaHeHus (aiIoB MOIYyT MCIONB30BATBCS CITY)XXOBI SJIEKTPOHHOM IOYTEI, IHEpeaadH
daiinos, cereBoit (HaitioBoM CHCTEMEL.

IIpu yrposax BTOpPOro HOJKJIACCAa MCIIOIB3YIOTCS HEIOCTATKH MPOrPaMM, pealu3yIOIIHX
CETEBBIE CEPBUCHI (B YACTHOCTH, OTCYTCTBHE KOHTPOJIA 3a IepernonHenuem Oydepa). Hactpoiikoit
CHCTEMHBIX DPETHCTPOB HMHOIZA YAAeTCs IEPEeKIIOYHTH IIPOIECCOp IOCIE IPEPHIBAHMS,
BBI3BAHHOIO IEpenoyHeHneM Oydepa, Ha HCIIONHEHHWE KOJa, COAEPIKAINErocs 3a TpaHuIeH
Oydepa. IIpumepoM peau3alvu Tako# yrpo3sl MOKET CITY>KUTh BHEAPEHHE MIMPOKO U3BECTHOTO
«BUpyca Moppucay.

IIpu yrposax TpeThero mojkiacca HapyIIHTENb HCIONB3YEeT BO3MOXXHOCTH YAAIECHHOIO
YUPaBJIE€HAS  CHCTEMOM, IPENOCTABIsEMble  CKPHITBIMH  KOMIIOHGHTaMH  (HAIpUMED,
«TpOsHCKUMH» nporpammamu Ttuna Back.Orifice, NetBus), mu6o mraTtHeIME cpencTBamMu
YIOpaBICHHS M aJMHHHACTPHpPOBaHMA KoMIblOTepHBIX ceTtell (LandeskManagementSuite,
Managewise, BackOrifice u T. 1m.). B pesympTare WX HCIOIB30BaHMS ymaeTcs NOOHThHCA
yAaJIEHHOTO KOHTPOJIS HaJ[ CTAHIHEH B CETH.

Ecnmu B Vupexnenuu obpabarbiBaeMble [IJ[H He mepechUTalOTCS IO CETAM OOIIETO
IOJIb30BaHKA M MEXIyHApPOIHOIo 0OMEHa, yCTaHOBJIEHA aHTHBHPYCHAS 3aIllUTa, TO BEPOSITHOCTE
peanu3aIuy yrpo3bl — SBISETCS MAIIOBEPOSITHOM.

Bo Bcex apyrux ciaydasx Z0/DKHA OBITH OIICHEHa BEPOSTHOCTD PEaM3allii YTPO3EL
O600mmeHHbIH CIIECOK BEPOSITHOCTH peaTu3alluyl yrpo3 s pasubx TunoB UCIIa nmpeacrasied
B Tabymne 13.

Tabmuma 13
Tun UCIITa BeposTtHOCTS peanuzanum Koadd. BeposTHOCTH
YTPO3BI peasi3aliy yrpo3sl
HapyIIUTEIeM
Astonomuas VIC | tuna MaJIOBEPOSITHAS 0

Astonomuas UC II tuma HHU3Kasg 2




Astonomnas VIC III Tuna MaJIOBEPOSTHAS 0
Asrtonomnast VIC IV tuma HU3Kas 2
Astonomuast C V tuma MaJIOBEPOSATHAL 0
Astonomuas UC VI tuma HHU3Kas 2
JIAC I Tuna MaJIOBEpOsTHASL 0
JIAC 1l Tuna HU3Kas 2
Pacnpenenennas MIC I tuma | ManoBEpOATHASL 0
Pacnpenenennas MIC Il Tuna | cpenssd 5

B namenm ciyuae JloxansHas VIC II Tama. BeposTHOCTb pean3aiiy yrpo3bl — HUSKad

BCPOATHOCTD.

VYrpo3sl BHEAPEHUS IO CETH BPEAOHOCHBIX IIporpaMm

K BpE€IOHOCHBIM IIporpaMmam, BHEPSACMBIM II0 CCTH, OTHOCATCS BUPYCBI, KOTOPBIC IJLT CBOCTO

PAcIpOCTPaHEHHs aKTHBHO HCTIOJB3YIOT IPOTOKOBI M BO3MOKHOCTH JIOKATILHBIX H rI00aTBHBIX
cereifl. OCHOBHBIM IpPHHIMIOM pPabOTBI ~CETEBOro BHpyca SBILICTCA  BO3MOXHOCTH
CaMOCTOSITENIHO TIepelaTh CBOM KOI Ha YHOAICHHBIA CEPBEp WK pabodyro CTaHIIHIO.
«ITOJHOIIEHHBIE» CETEBBIE BUPYCHI IIPXA 3TOM O0OJANA0T €me ¥ BO3SMOXKHOCTBIO 3aIlyCTHTH Ha
BBIIIOHEHHE CBOM KOJI HA yIAJEeHHOM KOMIIBIOTEpE MM, IO KpaiHed MEpe, «IOITONKHYTEH)

OJTE30BATENS K 3aIlyCKy 3apaKeHHOTo (aiia.

BpeI0HOCHBIMHA IPOrpaMMaMH, 00€CIIeINBAIOIIAMH OCYIICCTBICHHS HCJI, MmoryT OBITE:
- TIpOrpaMMbI TOAO0PA U BCKPBITHS apoJIei;
- IIPOrpaMMEl, Peau3yIoIIHe YTPpO3sl;

- TpOrpaMMBbl, JAEMOHCTPHpPYIOIIME HCIOIBb30BAHAE HEICKIAPUPOBAHHBIX BO3MOXKHOCTEN
IIPOrPaMMHOTO U IIPOrPaMMHO-ANNIaPaTHOr0 00eCIeUeHHS NCIIx;

- IIPOrpamMMbI-T€HEPAaTOPhI KOMITBIOTEPHBIX BUPYCOB;
IPOrPaMMEI, IEMOHCTPHPYIOIIHE YSI3BUMOCTH CPEICTB 3aIHUTEL uHGOpMAIUH U JIp.

Ecin B VYupexnmenun oOpabarbiBaemble [IJIH He IEpECHLIAIOTCS IO  CETAM o0miero
TIOJIF30BAHIA ¥ MEXIYHAPOIHOTO 0OMEHa, yCTaHOBJICHA aHTHBUPYCHAA 3alUTa, TO BEPOATHOCTE
peaH3aIi| yrpo3s! — SIBISIETCS MaTOBEPOATHON. BO BeeX APYTHX CIy4asX JODKHA OBITH OIICHEHA
BEPOSITHOCTH PEAIM3alliK YIPO3bIL.

OGOOGIEHHbIH CIECOK BEPOSTHOCTH PEATH3aliU yrpo3 s pasHex Tunos UCIIIH npecTapicH

B Tabnuie 14.

Tabmuia 14
Tun UCI1a BeposTHOCTE peanu3anun Koadd. BeposiTHOCTH
yTPO3bI peanm3alvy yIpo3bl
HapYITUTEIEM
Astonomuas VC I tuna MaJIOBEpOSITHAS 0
Astonomuas VIC II tuna HU3Kas 2
Asronomuas VIC III tuna MaJIOBEpOSITHAS 0
Asronomuas YC IV tuma HU3Kas 2
Astonomuas IC V tuna MaJIOBEpOSITHAS 0
Astonomuas VIC VI tuna HU3Kas 2
JIAC I Tuna MaJiOBEpOSITHAS 0
JIAC 11 Tuna HU3Kas 2
Pacnpenenennas MC I tTuma | MajgoBeposTHAS 0
Pacnpenenennas YC Il Tuna | cpeaHssa 5

B mamem ciydae Jlokansaas MC II Tuma. BeposTHOCTH peanu3aliy yrpo3bl — HA3Kasd

BEPOSTHOCTE.

6. PeasiuzyemocTh yrpos

[To wroraM OLEHKH ypoBHs 3ammimeHHOCTH (Y1) W BEPOATHOCTH pEalM3allii YTPO3BI (Y2),
paccumThBaeTcs Kod(GuuueHT peamu3yeMocTd yrpo3bl (Y) M OIpeNesieTcs BO3MOXKHOCTH



peanmusanuu  yrpos3pl. KosddumueHnt peammsyemoctst yrpo3sl Y OyAeT OIpemenaThes
coorHomenreM Y = (Y1+ Y2)/20. Ouenka peanmuzyemoctr YBII/[H mpencTaBiena B TabiuIe.

Tabmuna 15 — Peamuzyemocts YBITIn

Tun yrpos 6e3onacuoctu I1/1H Koaddunuent Bo3mosxHOCTB
peau3yeMOCTH | peasH3alliu
yrpo3sl (Y)

1. YTpo3el OT yTeUKkH 10 TEXHUIECKUM KaHaJIaM.

1.1. Yrpo3s! yreuku akyctudeckoi uHdopmanuu | 0,25 HU3Kas

1.2. Yrpo3e! yreuku BUIOBON HHOOpMAIHK 0,25 HHU3Kas

1.3. Yrpo3sl yreuku wHbopMamwu mo xaxaiam | 0,25 HHU3Kas

I[IOMUWH

2. Yrpo3sl HeCaHKIIMOHUPOBAHHOTO IOCTYIIA K MH(GOPMAIIWH.
2.1. Yrpo3sl yHHYTOXKEHHA, XUIIEeHHA amnapaTtHex cpencts VICIIJIH HocuTenelt uadopmanyu
nyTeM (u3ngeckoro mpocryna K snementam VCITIx

2.1.1. Kpaxa [I9BM 0,25 HU3Kas
2.1.2. Kpaxa HocuTenei nHQopMaIluiu 0,25 HHU3Kast
2.1.3. Kpaxa xirouef u aTpuOyTOB JIOCTyIa 0,25 HHU3Kas
2.1.4. Kpaxu, momubukanuu, yHHYTOXeHHS | 0,25 HHU3Kast
“HpOpMaIH

2.1.5. BeBon u3 crpost y3moB [19BM, kananos | 0,25 HH3Kas
CBSI3H

2.1.6. HecankuuonupoBanHoe oTKIrodeHue | 0,25 HU3Kas
CPEICTB 3alTUTHI

2.2. Vrpossl XHWINEHHs, HECAHKIHOHHPOBAHHOW MOAMGDHUKALMA WIA OIOKAPOBAHHUS
uH}OpMaNKK 3a CYET HecaHKIHOHUpoBaHHOTrO noctyna (HC/I) ¢ mpuMeHeHreM mporpaMMHO-
anmapaTHeIX ¥ IPOTPAMMHBIX CPEIACTB (B TOM 4YHCIE IIPOrPAaMMHO-MaTeMaTH4YeCKUX
BO3JICHCTBUH).

2.2.1. [le#ictBuS BpemOHOCHBIX mporpamm | 0,35 CpenHsis
(BupycoB)
2.2.2.  HepexnapupoBanHble  Bo3MOXHOCTH | 0,35 cpenHsis

cucremoro [IIO wu IIO gmms o6paborku
IIEPCOHAIBHBIX JTAHHBIX

2.2.3. VcranoBka IIO wme cBsazamnoro c | 0,25 HHU3Kas
UCIIOJIHEHHEM CITyKeOHBIX 00s13aHHOCTEN
2.3. Vrpossl He HpeJHAMEPEHHBIX NEHCTBHI IMOJNB30BATENled M HApyIICHHH O€30macHOCTH
¢ynxunonuposanus MCIITe m C3II[JH B ee cocraBe wm3-3a CO0EB B IPOrPAMMHOM
obecrieuenny, a TakKe 0T YTPO3 HEaHTPOIIOTEHHOTO (CO0EB anmapaTypsl H3-3a HEHAIE)KHOCTH
SIIEMEHTOB, COOEB MEKTPOIUTAHMUS) U CTUXHHUHOTO (YIApOB MOIHHIA, I0KapOB, HABOXHEHHH 1
T.I1.) XapaKkTepa.

2.3.1. YTpara kimo4elt u aTpuOyTOB JI0CTyIIA 0,35 CpeIHsIs
2.3.2. Henpennamepennas  momudukamms | 0,25 HU3Kas
(yHHUTOXEHHE) HHOOPMAIMU COTPYAHUKAMHI

2.3.3. HempennamepeHHOE OTKIIOYCHHE cpenacts | 0,25 HHU3Kas
3aIUTHI

2.3.4. BeIxon u3 cTpos anmapaTHO-IPOrpaMMHEIX | 0,25 HH3Kast
CPEICTB

2.3.5. COoli cHCTEMBI BIIEKTPOCHAOKEHUS 0,25 HU3Kas
2.3.6. Ctuxuiinoe 6eacTBHE 025 HH3Kas
2.4. YTpo3sl IpeHAMEPEHHBIX IEHCTBHI BHYTPEHHUX HAPYIIHATEIEH

2.4.1. Joctyn x wmabOpMmanuu, momubuxanus, | 0,25 HU3Kas
YHUUYTOXEHHE JIAI, HE JONYyIIEHHBIX K ee

0o0paboTke




2.4.2. Pasrnamenue uadopmanuy, | 0,35
Momu(MUKAIKMS, YHHYTOXKEHHE COTPYAHHKAMH,
IOIYIIEHHBIMY K e 00paboTKe

CpenHss

2.5.Vrp0351 HECaHKIIMOHHPOBAHHOI'O AOCTYIIA II0 KaHaliaM CBA3H.

IPHUHUMAEMOH U3 BHEIIHUX CeTeH nHDOpMaIUH

2.5.1.Yrpo3a «AHamu3 cereBoro Tpaduka» C HEPEXBaTOM nepenaBaemort u3 MCII[H u

2.5.1.1. Iepexsar 3a  mpememamu ¢ | 0,35 CpenHss
KOHTPOJIMPYEMOH 30HEI

2.5.1.2. Tlepexnar B mpezenax KoHTpoupyemoi | 0,25 HU3Kas
30HBI BHEITHUMHY HapyIIUTEISIMH

2.5.1.3.IepexBar B mpefenax KoHTpomupyemo# | 0,25 HU3Kag
30HBI BHYTPEHHUMHU HAPYIIUTEIISIMH.

2.5.2.YTpo3sl cKaHMUpOBaHs, HanpapineHnbe Ha | 0,25 HH3Kas
BLISBJIIGHME THIIA WA THUIIOB MCIIOIB3YeMBIX

OIEpAllMOHHBIX ~ CHCTEM, CETEBBIX  aJpeCcoB

pabounx crannuit MCIIJH, TOMOJIOTHH CETH,

OTKPBITEIX ~[IOPTOB M  CIyX0, OTKPHITHIX

COCIMHEHUH U OP.

2.5.3.Yrpo3s! BEIIBICHHS IIAPOJIEH 10 CETH 0,25 HU3Kas
2.5.4.YTpo35! HaBs3BIBaHKE JOXKHOTO Mapmpyta | 0,25 HHU3Kas
CEeTH

2.5.5.VTpo35! IOMEHBI TOBepeHHOTo 00BekTa B | 0,25 HU3Kas
CEeTH

2.5.6.YTpo35! BHEIPEHHS JI0XKHOTO 06hekTaKaKk B | 0,25 HU3Kas
WCIIJIH, Tak ¥ BO BHEIIHUX CETSIX

2.5.7.Yrpossl Tuna «OTKa3 B 00CIIy KMBAHUKY 0,35 CpeHsA
2.5.8.YTpo35l yaaneHHoro 3amycka npuinoxenud | 0,35 CpenHsIst
2.5.9.YTpo3sl BHEAPEHHS 110 CETH BpemoHOCHBIX | 0,35 CpenHst
IporpaMMm

7. OueHka ONACHOCTH Yrpo3

OHCHKa OITaCHOCTH VBHI_[H IIPOU3BOJUTCSA Ha OCHOBC ompoca CHCMAAIMCTOB II0 3alHUTC
I/IH(I)OpMaI_II/II/I U OIpEHCiICTCA Bep6aJ'IBHBIM ImoKa3aTeiieM OIIaCHOCTH, KOTOpBIf;I HMEET TpPH

3HA4YCHUA:

- HH3Kad OINAaCHOCTh - €CIH peam3alusd YIrpo3bl MOXKCT NIIPpHUBCCTH K HE3HAYUTCIbHBIM
HEraTUBHBIM IIOCIICACTBUAM IJIL CY6’BCKTOB IIEPCOHAIBHBIX JaHHBIX,
- CpeOHsI OTaCHOCTS - €CIIN peaIH3alMd YTPO3BI MOXKET IIPUBECTH K HEraTUBHBIM IIOCJICACTBUSAM

JIIA CY6’beKTOB IIEPCOHAIBHBIX NaHHBIX,
- BBICOKAs OIIACHOCTH - €CJIH peam3anus YIpOo3bl MOXKCT

IIPUBECTH K 3HAYUTCIBHBIM

HETATUBHBIM ITOCICACTBUAM IJIA CY6’BGKTOB IEepCOHATIBHBIX JaHHBIX.

Ornerka onmacaocty YBII/IH npeicTaBiieHa TabIuIe.
Tabmumna 16 — Omacaocts YBII/IH

Tun yrpo3s 6ezomacuoctu 11/l

OrmacHOCTh  yIPO3EI

1. Yrpo3bl OT YTEUKH 10 TEXHUYCCKUM KaHAJIAM.

1.1. Yrpo3sl yT€YKH aKyCTHIECKOH HHOpMaIuH HU3Kas
1.2. Yrpo3bl yT€UKH BHI0BOM HHQOpMaLUK HU3Kas
1.3. Yrpossl yreuku uHdGopMarmu 1o kanaram [TOMWH HHU3Kas
2. Yrpo35l HeCAHKIIMOHMPOBAHHOTO IOCTyTIa K HH(OpMAIHHL.

2.1.1. Kpaxa IIT9BM HU3Kas
2.1.2. Kpaxa HocuTenei nHpopMaIuu HHU3Kas
2.1.3. Kpaxa xmrodeii u aTpuOyToB JOCTyIa HU3Kas
2.1.4. Kpaxu, Mogu()UKAINY, YHHYTOXKEHH HHQOpMAIiK HU3Kas




2.1.5. Beon u3 crpos y3imoB [IDBM, kaHaIOB CBs3H HU3Kas

2.1.6. HecaHKITMOHNPOBAHHOE OTKIIFOUSHHE CPEJICTB 3aIUTEI HU3Kas

2.2. YTpO3bl XUIIEHHs], HECAHKITHOHUPOBAHHON MOIU(DUKAIINH HITH OIOKHPOBAHHMSI
uH(pOpMaIKK 3a c4eT HecaHKIMOHUpoBaHHOTO focTymna (HCJI) ¢ mpuMeHeHneM porpaMMHO-
alIapaTHBIX U IIPOIrPaMMHBIX CPEACTB (B TOM YHCIIE IIPOTPaMMHO-MaTEMaTHIECKHAX
BO3JIEHCTBHUH).

2.2.1. Jle#icTBHSI BpETOHOCHBIX MPOrpaMM (BHPYCOB) CpeIHss

2.2.2. HenexmnapupoBaHHBIE BO3MOKHOCTH CHCTeMHOro 110 u HH3Kas

I1O nuist 06paboTKM NePCOHATBHBIX JaHHBIX
2.2.3. Ycranoska I10, He CBA3aHHOIO C HCIOITHEHUEM HHU3Kas
CIIy>keOHBIX 00S3aHHOCTEH
2.3. YTpo3kl He IIpeIHaMEPEHHBIX JIeUCTBHI TT0JIB30BATENEN U HAPYIIEH M 6€30I1aCHOCTH
dynxmuonuposanus ICIT/Ta u C3I1/IH B ee cocraBe u3-3a CO0EB B IIPOrPAMMHOM
obecrieYennH, a Takxke 0T YTPO3 HEaHTPOIIOTEHHOTo (COOEB anmaparyphl H3-3a HEHAIEKHOCTH
3IIEMEHTOB, CO0EB 3IEKTPONUTAHHUS) M CTUXUMHOTO (YIapOB MOJIHKH, II0KapOB, HABOIHEHNUT
U T.IL.) XapakTepa.

2.3.1. YTpara ximodelt u aTpuOyTOB T0CTyIIA CpemHsIs
2.3.2. HenpennamepeHHas MotuUKanus (YHHYTOKEHHE) HU3Kast
“HPOPMAIH COTPYTHUKAMHU

2.3.3. HenmpenHaMepeHHOE OTKITFOYCHHE CPEICTB 3aIUTEI HH3Kas
2.3.4. BeIXoJ U3 CTpOs anmapaTHO-IPOTrPaMMHEIX CPENICTB HH3Kast
2.3.5. COoit cucTeMBI DIIEKTPOCHAOKEHHS HH3Kast
2.3.6. Ctuxuitnoe GeicTBHE HHU3Kas
2.4. YTpo3bl IpeHAMEPEHHbIX IHCTBHI BHYTPECHHUX HAPYIIHTEIIEH
2.4.1. Hoctyn x uHopMaruu, MOAUGUKAIIHS, YHHITOKEHHUE HU3Kas
JIUII, HE JOIIYIEHHBIX K ee 00paboTke

2.4.2. Pazrnamenue nHbopMaImu, MoauQHuKaIHs, HU3Kas
YHHYTOKEHHE COTPYIHUKAMH, JONYIIEHHBIMHU K ee 00paboTKe

2.5.Yrpo356l HECAaHKIIMOHUPOBAHHOTO JOCTYTIA TI0 KaHAllaM CBSI3H.

2.5.1.Vrpo3a «AHanu3 ceTeBoro Tpadukay ¢ nepexsarom nepenasaemoi us UCIIH u
IIPUHUMAEMOH U3 BHEITHUX CeTel HH(GOpMaIIHH:

2.5.1.1. IlepexBar 3a npeneaMu ¢ KOHTPOJIUPYEMOM 30HEI HU3Kast
2.5.1.2. IlepexBar B npeneniax KOHTPOJIUPYEMOR 30HEBI HU3Kas
BHEITHUMH HApYIIHTEISIMA

2.5.1.3.IlepexBar B npenenax KOHTPOJIUPYEMOM 30HEI HU3Kast
BHYTPCHHHUMH HapyIIUTEISIMH.

2.5.2.YTpo3bl CKaHHPOBaHHUsI, HAllPaBJICHHBIC Ha BBIIBICHHE HH3Kas

THUIIA WM TAIIOB HCIOJIb3YEMbIX OIIEPAlHOHHBIX CHCTEM,
ceTeBbIX anpecoB padouux cranimit UCII/Ix, Tomonoruu cery,
OTKPBITHIX IOPTOB H CIIYK0, OTKPBITEIX COSAMHECHUM U JIp.

2.5.3.Y1po35l BEISBICHUS MApOJIeH 110 CETH CpEeIHSI
2.5.4.YTpo3bl HaBsI3BIBAHHE JIOKHOTO MapIIPyTa CETH HU3Kas
2.5.5.YTpo3bl NOJMEHBI TIOBEPEHHOTO 00BEKTA B CETH HH3Kast

2.5.6.Yrpo3bl BHeApEHU JI0KHOTO 00bekTa kak B ICIT/{H, Tak | HH3Kasd
U BO BHEIITHUX CETSIX

2.5.7.Yrpo3sl Tuna «OTKa3 B 00CITy )KHBaHHH ) HU3KasI
2.5.8.YTpo3bl yoalleHHOTO 3aITyCKa IPHII0KEHHMA HU3KasI
2.5.9.Y1po36l BHEAPEHUSI IO CETH BPEIOHOCHBIX POTPaMM CpeIHsISI

8. Onpenenenue akryaasaoctu yrpo3 B UCII/In

B cooTBeTCTBHYM € ITpaBUJIaMU OTHECEHUS YTPO3bI OE30MaCHOCTH K aKTyanbHoH, mit UCIT(x
OIIPENEISIFOTCS aKTyalbHBIE U HEAKTyaIbHBIE YTPO3BI.
Tabmuna 17 — [IpaBuna onpenenenus akTyanbHOCTH Y BIT[H



Bo3moxHOCTE IToxa3aTeah ONAaCHOCTH YIPO3BI
peanmmzanyu yrpossl | Huskas Cpensss Bricokas
Huzkasg HeaxryanpHas HeaxrtyanpHas AxTyanpHas
Cpenuss HeaxTyansHas AxTyanpHas AKTyasbHast
Bricokas AKTyajpHas AxTyajibHasd AxTyanbHas
OueHb BBICOKAS AxTyanpHas AKTyaJlbHasd AxTyanpHas

OrleHKa aKTyaIBHOCTH YTPO3 6€30IIaCHOCTH IIPE/ICTaBIICHa B Ta0IHIIe.
Ta6muna 18 — AxryansrocTh Y BIIH

Tun yrpo3s 6e3omacaoctd I1JIH ! OnacHOCTB YIpO3BI

1. Yrpo3bl OT YTEUKHU 10 TEXHHYCCKUAM KaHaJIaM.

1.1. VTpo3H! yTeuKHd aKyCTHIeCKOH HH(OpMaIiH HeaKTyaJbHas

1.2. Vrpo3sl yTeukd BHAOBOH HHYOPMAIMH HEaKTyaJIbHas

2. Yrpo3k! HeCAHKIMOHUPOBAHHOTO 0CTYTa K MH(OPMAIHH.

2.1. Yrpo3sl yHHUTOXKEHHS, XMIIEHHS allllapaTHBIX CPEIICTB WCIIIs mocutenel nHGOpMaIUK
myTeM du3muecKoro nocTyna K snementam UCIITH

2.1.1. Kpaxa IIOBM HeaKTyaJIbHas
2.1.2. Kpaxa socuteneit uHGopManuu HeaKTyaJlbHas
2.1.3. Kpaxa xirodeif 1 aTpHOyTOB JOCTyTIa HEaKTyaJIbHasd
2.1.4. Kpaxxu, MonubuKayH, YHHITOXKEHAS HHPOpMAaIIy HeaKTyaJIbHas
2.1.5. BemBox u3 crpos y31noB IIOBM, xaHaIoB CBSI3H HeaKTyaJIbHasI
2.1.5. BeiBog u3 crpost y31n0B [IOBM, KaHAIOB CBA3H HeaKTyaJIbHas
2.1.6.HecanKIMHAPOBAHHOE OTKIIIOYEHHE CPEIICTB 3aIIUTHI HeaKTyaJIbHas

2.2. YIpOo3bI XHIIEHHs, HeCAHKIIHOHIPOBAHHOM MOTH(UKauy WK OIOKHPOBAHYS
nrdOpMAIHY 32 cUeT HecaHKIHoHKpoBaHHoTOo noctyna (HCII) ¢ mpuMeHenneM porpaMMHO-
aImapaTHBIX ¥ IPOTPaMMHBIX CPEJICTB (B TOM 9HCIIE IPOrPaMMHO-MATEMaTHIECKIX
BO3ICUCTBUI).

2.2.1. JlelicTBHS BPEIOHOCHBIX IIPOrpaMM (BUPYCOB) aKTyaJbHas
2.2.2. HenexmapupopanHsie BozmoxHocTH cuctemuoro I10 u 10 HeaKTyaJlbHas
111 06pabOTKY NEPCOHANBHBIX JaHHBIX

2.2.3. Ycranoka [10, He CBSI3aHHOTO ¢ MCIIOJIHEHHEM CITy)KEOHBIX | HeaKTyalbHas
00s13aHHOCTER

2.3. Yrpo3Hl He IpeHaMepeRHbIX AEACTBHIT oTb30BaTeNell i HapyIleHHH 6e30I1acHOCTH
dyrximonuposanus UCII/x u C3I1/IH B ee cocTaBe u3-3a COOCB B IPOrPaAMMHOM
ofecIeueH i , a TakKe 0T YIPO3 HEaHTPOIIOTeHHOTo (cO0eB anmaparypsl H3-3a HEHaICKHOCTH
5JIEMEHTOB, C00EB SIIEKTPOINTAHHUA) ¥ CTHXUIHOTO (YIapoB MOJIHHH, II0KapoB, HABOAHCHUH
¥ T.II.) XapakTepa.

2.3.1. Vrpara Kirouei ¥ aTpudyToB J0CTyIIa aKTyaJgbHas
2.3.2. HempennameperHas MoubuKarws (YHHITOXEHUE) HEaKTyaJIbHas
uHGOpMaIy COTPYAHUKAMHU

2.3.3. HenmpegaaMepeHHOE OTKIIOYEHHE CPEJICTB 3aIIUTEI HeaKTyalbHas
2.3.4. Bexom B3 CTPOS anmnapaTHO-IIPOrPaMMHEIX CPEJICTB HEaKTyaJlbHasl
2.3.5. C60it cHCTEMBI DIEKTPOCHAOKEHUS HeaKTyalbHas
2.3.6. CtuxwuitHoe GencTBHE HeaKTyaJbHasd
2.4. Yrpos3hl IpeiHaMepeHHBIX NeHCTBHH BHYTPEHHUX HApyIIHTEIeH

2.4.1. Jloctyn K mHbOpPMAIHK, MOAUDHUKALNS, YHHYTOKSHHAE JIHIT HEaKTyaJIbHas
He JOIYIIEHHBIX K ee 06paboTke

2.4.2. Pasrnamenue uadopManuy, MOJU(PHUKALKS, yHAYTOKCHIE HeaKTyaJIbHas
COTPYIHHKAMH, TOIYIIEHHBIMH K e¢ 00paboTKe

2.5.YTpo3bl HECAaHKIIMOHUPOBAHHOIO JIOCTYIIA TI0 KaHalaM CBA3H.

2.5.1.Yrposa «AHamu3 ceteBoro Tpadukay ¢ mepexsarom mepenasaemoit us UCIIIH u
IpHHEMAEMO# M3 BHEIIHUX ceTel HH(opMauu:

2.5.1.1. IlepexBar 3a ImpeneIaMy ¢ KOHTPOJIMPYEMOH 30HBI HEaKTyaJlbHas

2.5.1.2. TlepexBaT B mpejieniax KOHTPOJIUPYEMOM 30HBI BHEITHUMHU
HAPYIIUTEISIMI

HEaKTyaJIbHas




2.5.1.3.IlepexBaT B npezienax KOHTPOIUPYEMOM 30HBI BHYTPEHHUMH | HEAKTyaJIbHAS
HapYIIUTEISIMH.

2.5.2.YTpo3sl CKaHHPOBaHMUSI, HAIIPABJIEHHBIC Ha BBIIBJIICHUE THIIA HEaKTyaJIbHAs
HJIM THIIOB UCIIOIB3YEMBIX OIIEPAllOHHBIX CUCTEM, CETEBBIX
anpecoB paboqux cranuuit ICII/{H, TONONIOTHE CETH, OTKPBITHIX
IIOPTOB U CIIyX0, OTKPHITHIX COEUHEHUHN U JIp.

2.5.3.Y1po36l BEIBICHUS MTAPOJIEH 110 CeTH HEaKTyaJIbHasI
2.5.4.Y1po3bl HaBS3BIBaHKE JIOXKHOTO MapIupyTa CeTH HEaKTyaJIbHAs
2.5.5.Y1rpo3bl IOOMEHE! IOBEPEHHOTO 00BEKTa B CETH HEaKTyaJIbHas
2.5.6.Y1po3sl BHEOpEHUS JOXKHOTO 06bekTa Kak B ICII/IH, Tak u HEaKTyaJbHast
BO BHEIITHUX CETSIX

2.5.7.Yrpo3sl Tuna «OTka3 B 00CITy KUBAHIH HEaKTyaJIbHAs
2.5.8.YTpo3bl yIaIeHHOTO 3aIyCKa IPHUI0KEHHH HEaKTyaJlbHasI
2.5.9.Y1po3bl BHEPEHMSI IO CETH BPETOHOCHBIX IIPOIPaMM aKTyaJbHas

B03MOXHBEI CleyIOmue aKTyalbHbIC YTPO3HL:

- IEHCTBUSI BPEIOHOCHBIX IIPOTPaMM (BHPYCOB)

- yTpaTa KJIto4ei U aTpruOyTOB J0CTYIIa

- YIpO3bI BHEJIPEHUS 110 CETH BPEIOHOCHBIX IIPOTrPaMM

J1s1 CHUKEHHS OITaCHOCTH peau3alliy akTyalbHbIX Y BIIJ[H pekoMeHayeTcs:

- Ha3HAYEHHE OTBETCTBEHHOTO 32 6€30I1aCHOCTH NIEPCOHAIBHBIX JAHHBIX U3 YHCIIA COTPYIHUKOB
YUPEKICHHUS;

- uHCTpyKIu# nonk3osarenei MCII/IH, B KOTOPBIX OTpa)keHbI HOPSIOK Oe30MacHOM paboThI ¢
HCII/IH, a Takxe ¢ KIIOYaMH U aTpubyTaMu TOCTYIIa;

- OpraHu3anus pasrpaHUYeHHMs IPaB MI0JIL30BATENEH Ha YCTaHOBKY cTopoHHero 110, ycTaHOBKY
anmapaTHBIX CPEICTB, IOAKIIOYEHH MOOUIBHBIX YCTPOHUCTB M BHEITHUX HOCUTENEH, YCTAHOBKY
u HacTpouky anemeHToB UCIIJIH u cpecTB 3aImuTEhI.

- IOCTOSTHHOE OOHOBJICHUE aHTHBHPYCHBIX 0a3.






